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. TONG QUAN VE PHAN MEM MO PHONG GNS3

1. GIOI THIEU

GNS3 1a 1 chuong trinh gia 1ap mang c6 giao dién d6 hoa cho phép ching ta c6 thé gia
1ap cac Cisco router st dung IOS that ,ngoai ra con c6 ATM/Frame Relay/Ethernet Switch ,Pix
Firewall thdm chi két ndi vao hé théng mang that

GNS3 duogc phat trién dya trén Dynamips va Dynagen dé mo phong cac dong router
1700,2600,3600,3700,7200 c6 thé sir dé trién khai cac bai lab cia CCNA,CCNP,CCIE nhung
hién tai vin chua mé phong dugc Catalyst Switch (mic du c6 thé gia 1ap NM-16ESW trén rou-
ter 3700 chay IOS 3725)

2. CAIPAT GNS3

GNS3 ¢6 thé chay trén Windows,Linux va Mac OSX.Pé cai dat phﬁn mém trén Window
dé dang chung ta c6 thé str dung bo cai dit all-in-one cung cAp moi thir chling ta can dé chay
duoc GNS3.

Chung ta c6 thé download GNS3 ban méi nhét tai http://www.gns3.net/download

Home News Dynamips Labs Documentation Videos Screenshots Team Forum Switching Appliances Download

Below you can download GNS3, a network simulator for making labs or topologies of routers (105, JunQS), firewalls (ASA, PIX) and hosts.
It is particularly useful for training to Cisco certifications (CCNA, CCNP, CCIP, CCSP, CCVP or CCIE) or Juniper certifications (INCIA, INCIS
or INCIE). Thanks to VirtualBox integration, now even system engineers and administrators can take advantage of GNS3 to study Redhat
(RHCE, RHCT), Microsoft (MSCE, MSCA), Novell (CLP) and many other vendor certifications.

Free [Pv6 Certification
IPv6 HE net ‘ =+ ‘
Get started in minutes! Bacome an IPv6 Guru

AdChoices [

GNS3 0.8.4 Release Candidate 2 s out. Stable version is still 0.8.3.1 (see below).

Windows
New users to GNS3, it is recommended to download the al-in-one package below.

» GNS3 v0.8.3.1 all-in-one ¥ (installer which includes Dynamips, Qemu/Pemu, Putty, VPCS, WinPCAP and Wireshark)
# GNS3 v0.8.2.1 standalone 32-bit@ (archive that includes Dynamips, Qemu/Pemu, Putty, VPCS)
# (GNS3 v0.8.2.1 standalone 64-bite (Windows 64-bit only, archive that includes Dynamips, Qemu/Pemu, Putty, VPCS)


http://www.gns3.net/download
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Sau khi tai phan mém vé chung ta bit dau tién hanh cai dat: Chon GNS3-0.8.3.1-win32-
all-in-one.exe

I
FEEIEE e

Welcome to the GNS3 0.8.3.1 Setup
Wizard

This wizard will guide you through the installation of GNS3
0.8.3.1.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
cormputer,

Click Mext to continue.

[ Mext = [ Cancel ]

— —_— o

P . =

License Agreement
Please review the license terms before installing GMS3 0.8.3. 1.

e
.—-
'

|

w

)

Press Page Down to see the rest of the agreement.

| GMU GEMERAL PUBLIC LICEMSE -
II Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_ThE_Iicenses_ for most s_u:uf‘tware are designed to take away your -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
I agreement to install GMS3 0.8.3. 1.

< Back ][ I Agree ] [ Cancel
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Chon I Agree dé dong y voi cac diéu khoan va tiép tuc cai dit.

-
@ GNs3 SR
Choose Start Menu Folder =
Choose a Start Menu folder for the GNS3 0.8, 3. 1 shortcuts, EE

Select the Start Menu folder in which you would like to create the program's shortouts, You
can also enter a name to create a new folder,

|
|
GNS 3}

7-Zip

Accessories
Administrative Tools
Bejeweled 3
BitComet (64-hit)
Blueberry Software
Bluestacks

Cdeaner Business
Cisco Packet Tracer
Claver

Dropbox
DU Meter

>

Mullsaft Install System w2, 46

[ < Back ][ Mext = ] [ Cancel

= = .l

Chon tén dé tao nén thu muc méi trén program’s shortcuts -> nhan Next >
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= T =
@ GNS3083.1%etup =1L—
Choose Components w
Choose which features of GNS3 0.8.3. 1 you want to install. £
Chedk the companents you want to install and unchedk the components you don't want to
install. Clidk Mext to continue.
|
Select components to install: WIinPCAP 4.1.2 > bt
. Position waur rouse

Wireshark 1.6.8 over a component bo

Dynamips 0,28 RC3 ( see ks descripkion,

[ ] Dynamips 0.2.8 RC4 C

Qemu 0.11.0 patched

Pemu

VPCS 0.4b2

W
Space required: 140, IMB ENSS, . &

F 1 3

Mullsaft Install System w2, 46
| <Back || mext> | | cancel |
_ - |

Chon dé cai dat thém cac phﬁn mém bd trg di kém véi GNS3 -> nhin Next >
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- P R
@ GNS3 0.8.3.1 Setup N
Choose Install Location = |
Choose the folder in which to install GN53 0.8.3. 1. LE

Setup will install GNS3 0.8.3.1in the following folder. To install in a different folder, dick
Browse and select another folder. Clidk Install to start the installation.

Destination Folder

C:\Program Files (x86)GNS3|

Space reguired: 140, IME
Space available: 5. 1GB

Mullsaft Install System w2 46

[ < Back ][ Install ][ Cancel ]

Chon duong dan phan ving dé cai dat phadn mém -> nhén Install dé tién hanh cai dit.
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r'-. . S e T —— - — —— | 1 1 ma |'\
@ GNS3 0.83.1 Sctup *Hw—_—— e .
Installing w
Flease wait while GN53 0.8, 3.1 is being installed, £

Execute: C:\Program Files (x86)\GM53WinPcap_4_1_2.exe

WinPcap 4.1.2 Setup

o WinPcap 4.1.2 s already installed on this machine,
Press Ok if you want to force the installation, or Cancel if you want to
abort the installation,

Mullsaft Install System w2, 46

< Back Mext = Cancel
e = F= — [ S {
g i
@ GNS3 0831 Setup ol
Installing ﬂ
Please wait while GM53 0.8, 3.1 is being installed, £
Extract: LICEMNSE
Extract: pemu.exe »
Extract: pemu.ini
Qutput folder: C:\Program Files (x86)1GM53
=== Installing VPC5 ===

CQutput folder: C:\Program Files (x86)1GM53\Wwpcs

Extract: vpcs.exe

Cutput folder: C:\Program Files (x86)1GMS3Wwpcs

=== Installing GN53 &4-bit version ===

Output folder: C:\Program Files (x86)\GMN53 D
Extract: LIBEAY32.dll

Mullsoft Install Svstem w2, 46

< Back Mext = Cancel
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Qua trinh cai dat phan mém...

ESEER ST

(&) GNS30.8.3.1 Setup

Completing the GNS3 0.8.3.1 Setup
Wizard

GM53 0.8.3.1 has been installed on your computer,

Click Finish to clase this wizard,

| Start GNS3

h

Cai ddt thanh cong GNS3 trén windows.
3. CAU HINH GNS3 & CAI PAT I0S CHO GNS3

Giao di¢n st dung phﬁn mém GNS3
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File Edit View Control Device Annotate Help

B2 HES Cr/rDaplESY Ca0e |
MNode Types 5 X + | Topology Summary & X I
&) Router c1700

a Router c2600
a Router c2691
a Router 3600
&8 Router c3700
a Router c7200

[
i B
@D P firewall . New Project 2
@D Asafirewall (2.
a Juniper router Project settings
— Etherne.t switch Project name: |
< ATM bridge
ATM switch Project directory: E]
B Frame Relay switch [T] save nvrams and virtual hard drives
EtherSwitch router Save 10S startup configurations L a x
Interface
- DS [opena Project| [ Recent Fies (o) [ cone
L] Qemu guest

B VirtualBox guest
B Host
Cloud

Copyright {c) 2006-2012 GNS3 Praoject

==

Vao Edit > Add I0S images and hypervisors chi duong din dén céc file IOS trong muc
Setting

?_ [0S images and hypervizors e —

fsors s
105 Images External hypervisors |
Images
105 image = Model/Chassis
127.0.0 L:FACCHA + CCHNPAIOS GMNS3\Image IOSMT00 IOS\c1700-k303sy7-mz123-11.T2.image 1710
127.0.0 LFACOMNA + CCMPAOS GMNS3Image [0542600 10542600.EIM.image 2691
127.0.0 LFACCNA + CCHNPAOS GMNS3WImage IOSY3600 10543660 -is-mz.122-21a.image 3660
12700 LFEACCNA + CCNPAIOS GMS3\Image IOSW3TO0 IOSYc3725-adventerprisek@-mz.124-7.image 3725
127.0.0 L:FACCHA + CCHNPAIOS GMNS3\Image IOSAT200 IO5\.c7200-jk803s-mz124-1%.image T200
127.0.0 L:FACCHA + CCHNPAIOS GMS3\Image IOS\Router26004c2600-j1s3-mz.122-15.T14. bin 2620
Settings Hypervisors
Image file: G Use the hypervisor manager
Base config: CZCMNA +CCMPYIOS GMS3\Image I0S\baseconfig. txt E]
Platform: [c3?UU - ]
Model: [372s =]
IDLE PC:
Default RAM: 0 MIB =]
Check for minimum RAM reguirement
Default image for this platform

Close

Sau khi chon xong cac IOS theo model céac loai router thi nhan Save dé luu ciu hinh lai.
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" Preferences =
General | D’Ynamips |
{?:::UT;PS Dynamips | Hypervisor Manager
Qemu Settings
VirtualBox Executable path to Dynamips:

C:iWProgram Files\GMNS 3\dynamips.exe E]
‘Working directory for Dynamips:

Cr¥Program FilesYGMS 3\Directory E]
Automatically clean the working directory

Base port: Base UDP: Ease console: Base AUX port:

F200 TCP = 10000 UDP = 2001 TCP = 2501 TCP =
Enable ghost I0S support
Enable mmap support
[] Enable JIT sharing support (Dynamips = 0,2.8 RCZ)
Enable sparse memory support

Test Settings | Dynamips 0. 2.8-RC3 successfully started

[ o ) [ concar [ apow ]

Vao Edit > Preferences > Dynamips > Trong muc Excutable Path chon duong dan dén
tap tin dynamips.exe trong thu muc cai dat GNS3 , sau do bam vao nut Test dé kiém tra lai hoat
dong cua Dynamip.



Trung Tam Dao Tao Quan Tri Mang & An Ninh Mang Quéc Té ATHENA
+ 92 Nguyén Binh Chiéu, P. PaKao, Q.1_Tel:(08) 2210 3801 - 0943 23 00 99

. ATHE NA + 2Bis Pinh Tién Hoang, P. Da Kao, Q.|_Tel: (08) 38 244 041 - 0943 20 00 88

TRENG TAM 40 140 Quks Ti G & v s e € Webssite: www.athena.edu.vn Email: training@athenavn.com

¥ GNS3 - -e - (E=RE=E >
File Edit View Control Device Annotate Help
;A A . a e oy & I fa W~ =
s rmd wES COroap /ey ~ane
Mode Types F X + | Topology Summary [
& Router c1700 =
a Router <2600
& Router c2601
a Router <3600 R1
& Router <3700 i
a Router 7200 @
a PIX firewall Configure E
ai' ASﬁ.\firewall ‘v Show/Hide the hostname
= :Et;lepr:retms:z:;h ‘6 Change the hostname B
&% ATM bridge eu  Change Symbol
ATM switch &) Change console port
“ Frame Relay switch B Console
-):-:- EtherSwitch router ., Capture _ | \captures 8 x
{.‘;\J DS d i Start || Hostname Interface
(. Qemu guest Console n Suspend 4
-y GMS53 management console. Running on € o Stop
VirtualBox guest Copyright (€) 2006-2012 GNS3Project | &% peload
B Host -
Cloud == ) Change AUX port
£ Console to AUX port
B IdlePC
& Startup-config
& | Delete
S35  Raise onelayer
= Lower one layer
L :
7 A : f( b
Thtr chay mot router 2600 khi cau hinh xong GNS3.
™
- . » (== % |
-
p ae o~ P -, i,
A uES O4ZDE e | By CTade
Node Types g X + | Topology Summary A X
&9 Router 1700 O R
a Router c2600
&) Router 2601 .
&) Router 3600 R1 1% Windows Task Manager (=@ =
aa :E:: ggg >~ Eile Options View Help
a PLX firewall |App|imﬁons I Processes I Serwces| Performance | Networking | Users
WD AsA firewall )
- CPU Usage History
a Juniper router ¥ IDLE PC values
& Ethernet switch
< ATM bridge Potentially better idlepc values are marked with '
KTM switch
] *8; 0x804158c4 [53]
g Frame Relay switch Physical Memory Usage History -
2 EtherSwitch router [ 23 i [ Cancel ] [ Apply ] [ E

B os

[ Qemu guest Console |
- GMNS3 management console. Running on GNS3 version| .
B Virtualox guest Copyright (cg) 2006-2012 GNS3 Prcjsct Physical Memory (MB) System
LT Total 4086 Handles 25550
== Cached 885 Threads 1175
Cloud Avaiable 1134 Processes 101
Free 277 Up Time 0:01:27:18
Commit (MB) 4068 [ 8171
Kernel Memory (MB)
Paged 230
Nonpaged 45 Resource Monitor...

Processes: 101

CPU Usage: 14% Physical Memory: 72%
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Sau khi khoi chay router thi ching ta nhan thdy CPU 1én t6i 100%, Chlng ta s& diéu
chinh trong Idle PC. Chon dong c6 dau * 1a t6t nhat.

. GNS3 o | Bl &

@2 r2nd NES CrDE sl ECY C=0e

Mode Types [ + | Topology Summary [
&) Router 1700 ®r
a Router c2600
a Router c2691 R1
€ S
a Router 3600 —r
a Router c3700 p
a Router 7200 -
WD P firewall =RAC X
WD Asafirewall
aj . File Edit View Options Transfer Script Tools Help
uniper router
& Ethemet switch IR R BB X 0 F,
=¥ ATM bridge IRt |
ATM switch Press RETURN to get started! -
“ Frame Relay switch
S EtherSwitch router 00:00:03: %LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up g x
00:00:03: %LINK-3-UPDOWN: Interface FastEthernet0/1, changed state to up
E:] D5 00:00:04: %5Y5-5-CONFIG_I: Configured from memory by console |
- 00:00:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface FasteEthernet0/0, cha
Qemu guest nged state to down

00:00:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface FasteEthernet0/1, cha

-
VirtualBox guest nged state to down

- 00:00:06: %LINK-5-CHANGED: Interface Fastethernet0/0, changed state to adminis
tratively down
Cloud 00:00:06: %LINK-5-CHANGED: Interface Fastethernet0,/1, changed state to adminis

tratively down

00:00:07: %5YS-5-RESTART: System restarted —-

Cisco Internetwork Operating System Software

I05 (tm) 3600 software (C3600-I5-M), Version 12.2(21a), RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2004 by cisco Systems, Inc.

Compiled Fri 09-Jan-04 17:31 by kellmill

00:00:07: %SNMP-5-COLDSTART: SNMP agent on host R1 is undergoing a cold start

m

Ready Telnet 21, 4 21 Rows, 78 Cols VT100 CAP NUM

—

Két ndi router véi man hinh CLI dé bat dau cau hinh.
4. KET NOI GNS3 VOI MANG THAT & VMWARE

GNS3 thong qua viée sir dung Dynamips c6 thé tao cau ndi giira interface trén router 4o
v6i interface trén may that ,cho phép mang ao giao tiép duoc vi mang that, Trén hé thong
Windows, thu vién Wincap duoc sir dung dé tao két ndi nay .

Dé két nbi cac router ao trong GNS3 vé6i hé thdng mang that ta dung thiét bi “Cloud” ,gia
sir ta can két ndi tir router 4o dén card mang tén la “Local Area Connection” c6 dia chi la
192.168.1.2
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—T Local Area Connection
Metwork cable unplugged

I @ Realtek PCle GBE Family Controller Metworking | Sharing
WhAware Mebwork Adapter VWMInets

Internet Protocol Version 4 (TCP/IPvE) Properties

General

You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IF settngs.

%JE: __ Unidentified network
==

WhAware Virtual Ethernet Adapter

Céu hinh IP trén card may that.

" MNode configurator

+ 2Bis Pinh Tién Hoang, P. Pa Kao, Q. |_Tel: (08) 38 244 041 - 0943 20 00 88
Email: training@athenavn.com

E Local Area Connection Properties

e ]
. dSE

SE

=t

) Obtain an IP address automatically
@ Use the following IP address:

IP address:
Subnet mask:

Default gateway:

Obtain DMS server address automatically

@) Use the following DMS server addresses:

192 . 168 . 1 . 2

255 . 255 . 255 .

192 . 168 . 1 . 1

Preferred DMNS server: 4 . 2
Alternate DMNS server: 4 . 2 . 2
[ walidate settings upon exit
[ oK | [ cancel |

- - (WA=

- Clouds |C1 node

c1

MIO Ethernet

Generic Ethernet MIO {Administrator or root access required)

| nIo uop

| niomar | miounmx | miowoE | miomul |

046 3CEE 5-2930-4C46-9835- 10763 15 2E

3 F {048 3CBES-29.. t: VMware Metwork Adapter o' & £2
rpcap: f\Device \WPF_{ASBED3640-F305. . local host: Local Area Connetus

rpcap: fMDevice \MPF_{&A 1349CE-8 1A host: Wireless Metwork Connection
rpcap: f\Device \MPF _{31D94E25-04B7. . .ter' on local host: TeamViewer VPN
rpcap:f\Device \WPF_{CC75A197-28 ...t VMware Metwork Adapter VMnet1

Linux Ethernet MIO {Linux only, root access required)

(

i

Add Delete

Reset

J [ cancel | [ aeely |

Add card mang that Local Area Connection vao Cloud hodc card 40 Vmware
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-
. GNS3 - v

"4

[E=REE s

File Edit View Control Device Annotate Help

(S22 wdExs O£ O3 > I W

Node Types

W Router c1700
&P Router <2600
a Router c2691
& Router c3600
& Router c3700
& Router <7200
WP PIX firewall
Wb AsA firewall
a Juniper router
@ Ethernet switch
B ATM bridge

ATM switch

B Frare Relay switch

N7
e

g X

EtherSwitch router

DS ‘

R1

fo/o

B gemu guest (Console
VirtualBox guest
Host

Cloud

L
L]
==

Topeology Graphic View

GNS3 management console. R
Copyright {c) 2006-2012 GMS3 Praoject

“ | Topology.

5 X

m

h:\device\npf_{ased3640-f005-4beb-ae2a-d8469d009

] T

@ a
> & m

r

- | Captures

Cloud name: C1

g x

nio_gen_eth:\device\npf_{a8ed3640-f905-4beb-ae2a-d8469d0090dd}
Local Area Connection is connected to R1 0,0

b4

‘ i,

G Hostname  Inte

Thuc hién két ndi trén GNS3 gitra router v6i Cloud.

File

Edit View VM Tabs Help
0~ | 2| Ru© 6 | (o] e B |
"
Library Virtual Machine Settings |i‘
— —
Q. Type here tosearch || [ardinare |optons]
=] '—E;ll My Computer . Device status
May 1 XPep3 Device Summary
& =] EE [¥] Connected
G Attacker I Memory 512 MB
Connect at power on
@ Shared VMs [ Processors 1
(=iHard Disk (5CSI)  40GB )
*)CD/DVD (IDE) Auto detect Network connection
Floppy Auto detect () Bridged: Connected directly to the physical network
FEINetwork Adapter Custom (VMnet1) Replicate physical network connection state
USB Controller Present .
@) Sound Card Auto detect () NAT: Used to share the host's IP address
@Pnnber Present ost-only: A private network shared with the host
!]Display Auto detect @ Custom: Specific virtual netwark
[VMnEtl (Host-only) -
(©) LAN segment:
LAN Segments. .. ] [advancad.‘. |
e
NN
[ QK ] [ Cancel ] [ Help ]

To direct input to this VM, move the mouse peinter inside or press Ctrl+G.

Disconnect

Cai dat card mang tuong tng cho may do trén Vmware.
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Il.  GIOI THIEU VE ROUTER & MOT SO CAU HINH CO BAN

Cac k¥ thuat cua Cisco déu duoc xdy dung dua trén hé diéu hanh mang Cisco (ISO).
Phan mém I0S diéu khién qua trinh dinh tuyén va chuyén mach trén cac thiét bi két ndi lién
mang. Do d6 ngudi quan tri mang phai nam viing vé I0S.

Trong chuong nay, em s& gidi thidu co ban va khao sat cac dic diém cua 10S. Tét ca cac
cong viéc cau hinh mang tir don gian nhat dén phirc tap nhit déu dua trén mot nén tang co ban
1a cau hinh router. Do d6 trong chuong nay ciing gidi thiéu vé cac k¥ thuat va coéng cu co ban
dé cau hinh router ma chiing ta s& st dung trong hé thdng mang Cisco.

1. PHAN MEM HE PIEU HANH CISCO 10S
1.1.  Muc dich ciia phan mém Cisco I0S

Tuong tg nhu may tinh, router va switch khong thé hoat dong duoc néu khong c6 h¢
diéu hanh. Cisco goi hé diéu hanh cta minh 1a hé diéu hanh mang Cisco hay goi tat 1a Cisco
10S. Hé diéu hanh duoc cai trén cac Cisco router va Catalysst Switch. Cisco I0S cung cip cac
dich vu mang nhu sau:

e Dinh tuyén va chuyén mach.
e Bao dam va bao mat cho vi¢c truy cép vap tai nguyén mang.
e Mo rong hé théng mang.

1.2. Giao dién ngud¢i dung ciaa router

Phan mém Cisco sir dung giao dién dong 1énh (CLI — Command — line interface) cho moi
truong console truyén théng. I0S 1a mot ky thuat co ban, tir d6 dugc phat trién cho nhiéu dong
san pham khac nhau cta Cisco. Do d6 hoat dong cu thé cua timg IOS sé& rat khac nhau tuy theo
timg loai thiét bi.

Chung ta c¢6 nhiéu cach khac nhau dé truy cap vao giao dién CLI cia router. Cach dau
tién 1a két ndi truc tiép tir may tinh hodc thiét bi dau cudi vao cong console trén router. Cach
thtr hai 13 st dung duong quay s6 qua modem hoic két ndi null modem vao céng AUX trén
router. Ca hai cach trén déu khong can phai cdu hinh trude cho router. Cach thir ba 14 telnet vao
router. Dé thiét 1ap phién telnet vao router thi trén router it nhat phai c6 mot cong da dugc cau
hinh dia chi IP, cic duong vty dd dugc cau hinh cho phép truy cap va dat mat ma.

2. CAC CHE PQ CAU HINH ROUTER
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Giao dién dong 1énh ctia Cisco st dung ciu triac phan cdp. Cau tric nay doi hoi ching ta
mudn cau hinh cai gi thi phai vao ché d6 twong tng. Vi du: néu chiing ta mubn ciu hinh cong
giao tiép nao cua router thi chling ta phai vao ché do ciu hinh cong giao tiép d6. Tir ché d6 nay
tat ca cac cau hinh duoc nhap vao chi c¢6 hiéu luc ddi voi céng giao tiép tuong Umg ma thoi.
Tuong ung v6i mdi ché dd cdu hinh c6 mot dau nhic dic trung riéng va mot tap 1énh riéng.
IOS ¢6 mot trinh thong dich goi la EXEC. Sau khi ching ta nhdp mot cau 1énh thi EXEC sé
thuc thi ngay cau Iénh do.

Vi 1y do bao mat nén Cisco IOS chia phién ban lam viéc cia EXEC thanh hai ché do 1a:
ché d6 EXEC ngudi dung va ché ¢ EXEC dic quyén. Sau day 1a cac dic diém cia ché do
EXEC ngudi dung va ché d6 EXEC dic quyén:

e Ché do EXEC ngudi dung chi cho phép thuc thi mot sb6 cau 1énh hién thi cac
thong tin co ban cia router ma thoi. Ché do nay chi dé xem chir khong cho phép
thuc hién cac cau 1énh lam thay ddi cdu hinh router. Ché do EXEC nguoi dung cé
dau nhic 1a “>”.

e Ché do EXEC dic quyén cho phép thuc hién tat ca cac cAu lénh cia router.

Chung ta co thé cau hinh dé ngudi dung phai nhap mat ma trude khi truy nhap vao ché do
nay. Ngoai ra, dé ting thém tinh bao mat ching ta c6 thé ciu hinh thém userID. Diéu nay cho
phép chi nhitng nguoi ndo dugce phép méi co thé truy cap vao router. Ngudi quan tri mang phai
& ché d6 EXEC dic quyén mdi c6 thé sir dung cac cau 1énh dé cau hinh hodc quan 1y router. Tir
ché 46 EXEC dic quyén ching ta c6 thé chuyén vao cac ché d6 dic khac nhau nhu ché do cau
hinh toan cuc chéng han. Ché 46 EXEC dic quyén duoc xéac dinh boi dau nhéc “#”.

Dé chuyén tir ché do EXEC ngudi dung sang ché d6 EXEC dic quyén han dung 1énh en-
able tai dau nhac “>”. Néu mat ma di duoc cai dat thi router s& yéu cau ching ta nhap mat ma.
Vi Iy do bao mat nén cac thiét bi mang Cisco khong hién thi mat ma trong lic ching ta nhap
ching. Sau khi mat ma dugc nhap vao chinh xac thi d4u nhic «“>” chuyén thanh “#” cho biét
ching ta dang & ché ¢6 EXEC dic quyén. Chlng ta gd diu cham héi (?) & dau nhac nay thi s&
thdy router hién thi ra nhiéu ciu 1énh hon so véi & ché d6 EXEC nguoi dung.

O déu nhéc password: ching ta phai nhap mat ma ding véi mat ma da duoc cAu hinh cho
router trudc do bé'mg 1€nh enable secret hodc enable password. Néu mat ma cta router da duoc
cAu hinh bai ca 2 1énh trén thi mat ma caa ciu 1énh enable secret s& duogc ap dung. Sau khi hoan
tat cac budc trén ching ta s& gap dau nhac “#” cho biét 1a ching ta dang & ché d6 EXEC dic
quyén. Tir ché do nay ching ta méi co thé truy cap vao ché do cau hinh toan cuc rdi sau do 1a
cac ché d6 cau hinh riéng biét hon nhu:
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e Ché do cAu hinh cong giao tiép.

e Ché d6 cau hinh cong giao tiép con.
e Ché do cAu hinh dudng truy cap.

e Ché do cAu hinh router.

e Ché d6 cau hinh route-map.

Tir ché 46 EXEC dic quyén, ching ta gd disable hodc exit dé trd vé ché do EXEC nguoi
dung. Dé tré vé ché a6 EXEC dic quyén tir ché do cau hinh toan cuc, ching ta dung 1énh exit
hoic Ctrl-Z. Lénh Ctrl-Z c6 thé sir dung dé tr& vé ngay ché d6 EXEC dic quyén tir bat ky ché

dd cau hinh riéng biét nao.

=ilE)

File Edit View Options Transfer Script Tools Help
DIRDR o oN8BIEHE e o

[1ra

athena_vanCong>

ena_vancong>

a_vanCong>

AtPna_vanCongs
athena_vanCong>
Aathena_vanCong>
athena_vanCong>
Athena_vanCong>
Athena_vanCong>
Athena_vanCong=
Atnena_vancong}
achena varcong. sacymmm User-Mode Prompt
athena_vanCongs=ena
Athena_vanCong=enable
Password:
Athena_vanCong¥ s i /
Mhem_“nmng, Privileged-Mode Prompt
athena_vanCong#
athena_vanCong#f

Ready Telnet 20, 16 20 Rows, B9 Cols VT1D0

Pé xem dung lugng RAM chiing ta dung 1énh show version:

...<output omited>... cisco 1721 (68380) processor (revision ¢) with 3584k/512K bytes

of memory.

CAP NUM

»
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o [ (5 e S

File Edit Wiew Options Transfer Script Tools Help
ADRER anaEEIE% e ]
I R4

Athena_vanCong#show ver

Athena_vanCong#show version

Cisco I0S Software, 3700 Software (C3725-ADVENTERPRISEK9-M), Version 12.4(7), RELEASE SOF
TwWARE (fce)

Technical Support: http://www.cisco.com/techsupport

copyright (cg 1986-2006 by Cisco Systems, Inc.

Compiled Tue 28-Feb-06 21:54 by alnguyen

ROM: ROMMON Emulation Microcode
ROM: 3700 Software (C3725-ADVENTERPRISEK9-M), Version 12.4(7), RELEASE SOFTWARE (fc&)

Athena_vanCong uptime is 27 minutes

System returned to ROM by unknown reload cause - suspect boot_data[BOOT_COUNT] Ox0, BOOT_
COUNT 0, BOOTDATA 19

System image file is "tftp://255.255.255.255/unknown”

This product contains cryqtographﬁc features and is subject to united U
States and local country laws governing import, export, transfer and

Ready Telnet 20, 16 20 Rows, 89 Cols WT100 CAP NUM

4

Dong trén cho biét dung luong ctia bo nhd chinh va bd nhé chia sé trén router. Co mot sb
thiét bi sir dung mot phan DRAM lam bd nhé chia sé. Tong hai dung lwong trén 1 dung luong
that sy cia DRAM trén router.

Pé xem dung lugng cia bo nhé flash ching ta dung lénh show flash: Athe-
na_VanCong#show flash

..<output omitted>...1599897 bytes total (10889728 bytes free)
2.1. Phim trg gitp trong router CLI

Khi chiing ta gd dau chdm hoi (?) & ddu nhic thi router s& hién thi danh sach cac 1énh
tuong tng v4i ché do cau hinh ma ching ta dang . Chir “--More--" & cudi man hinh cho biét 1a
phan hién thi van con tiép. P& xem trang tiép theo, ching ta nhin nhanh Spacebar. Con néu
ching ta mudn hién thi tiép timg dong mot thi chiing ta nhan phim Enter hodc Return. Ching ta
c6 thé nhan timg dong mot thi ching ta nhan phim bt ky nao khac dé quay tré vé dau nhic.
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= | [E] |-
File Edit View Options Transfer Script Tools Help
BRNDR ook EI 5y 0 AN
| R4
-
Athena_vanCong>?
Exec commands:
access-enable Create a temporary Access-List entry
access-profile Apply user-profile to interface
call voice call
clear Reset functions
connect Open a terminal connection
crypto Encryption related commands.
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
help Description of the dinteractive help system
lat Open a lat connection
lock Lock the terminal
Togin Log in as a particular user
Togout Exit from the EXEC
maodemui start a modem-Tike user interface "
mrinfo Request neighbor and version information from a multicast
router
mstat show statistics after multiple multicast traceroutes
mtrace Trace reverse multicast path from destination to source
name-connection MName an existing network connection
--more-- -
Ready Telnet 25, 11 25 Rows, 88 Cols WT100 CAP NUM

Sau khi chiing ta da vao duoc ché do EXEC dic quyén rdi thi ching ta g6 dau chidm hoi
(?), chling ta s& thdy 1a danh sach cac ciu Iénhdung ché ché d6 EXEC dic quyén nhiéu hon han
danh sach cac cdu 1énh ma ching ta thiy trong ché d6 EXEC ngudi dung. Tuy nhién cac tip
1énh nay sé& khac nhau tuy theo ciu hinh ciia router va tuy theo ting phién ban phan mém Cisco
I0S.

2.2.  Mé rong thém vé cach viét ciu 1énh

Trong giao di¢n ngudi dung cua router, router co thé c6 ché d6 hd trg soan thao cau lénh.
Chiing ta co thé sir dung cac t6 hop phim dé di chuyén con tr6 trén dong 1énh ma ching ta dang
viét khi chling ta can phai chinh stra cau 1énh d6. Trong cic phién ban phian mém hién nay, ché
dd ho tro soan thao cau 1énh 1a hoan toan tu dong. Tuy nhién néu ché do nay lén anh hudng khi
ching ta biét cac script thi ching ta c6thé tit bang 1énh terminal no editing trong ché d6 EXEC
dic quyén.

Khi soan thao cau Iénh, man hinh s€ cudon ngang khi cau Iénh dai qua mdt hang. Khi con
tré dén hét 18 phai thi dong 1énh sé& dich sang trai 10 khoang tring. Khi d610 ky tir dau tién cta
ciu 1énh s& khong nhin thdy dugc trén man hinh nita. Ching ta c6 thé cudn lai dé xem bang
cach nhan Ctrl-B hodc nhan phim miii tén (<) cho t6i khi man hinh cudn t&i dau cau 1énh.
Hoic ching ta c6 thé nhan Ctrl-A dé chuyén ngay vé dau dong 1énh.

Phim Ctrl-Z duoc sir dung dé quay tré vé ché do EXEC dic quyén tir bat ky ché do cu
hinh riéng biét nao.
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Khi cdu hinh router, router c6 luu lai mot sé cac 1énh ching ta di st dung. Diéu nay dic
biét ¢6 ich khi chiing ta muén lap lai cac cau lénh dai va phirc tap. Vi co ché nay ching ta co
thé thuc hién cac viéc sau:

e (Cai dat kichthudc viung bd dém dé luu cac ciu 1énh d3 sir dung.
e Goi lai cac cau 1€nh da str dung.
e Tit chiic ning nay di.

Macdinh 1a router sé luu lai 10 cau 1énh trong bo dém. Chdng ta co thé thay doi sélu:c_rng
cau lénh ma router luu lai bﬁnglénh terminal history size hodc historysize. Tbi da 1a 255 cau
1énh c6 thé luu lai dugc.

Néu ching ta muén goi lai cau lénh vira méi sir dung gan nhat thi chling ta nhan Ctrl-P
hodc phim mii tén (1). Néu ching ta tiép tuc nhan thi mdi lan nhan nhu vay ching ta s& goi lai
tudn tu cac cdu lénh trudc d6 nira. Néu ching ta mudn goi lui la mot cau 1énh sau d6 thi ching
ta nhan Ctrl-N hodc nhin phim mii tén (]). Tuong tw, néu ching ta tiép tuc nhan nhu vay thi
mdi 1an nhan ching ta s& goi lai mot 1énh do.

Khi g 1énh, chling ta chi can gb cac ky tu da dé router phan biét voi moi cau kénh khac
r0i nhan phim Tab thi router s& tw dong hoan tat cau 1énh cho chiing ta. Khi ching ta dung phim
Tab ma router hién thi dugc du cau lénh thi co nghia 1a router da nhan biétduoc cau 1énh ma
chdng ta mudn nhap.

Ngoai ra, hau hét cac router déu c6 them chirc niang cho ching ta danh dau khéi va copy.
Nho d6 ching ta c6 thé copy cau 1énh trude d6 roi dan hodc chén vao cau 1énh hién tai.

2.3.  Xirly 16i cAu 1énh

Ldi cau l1énh thuong 1a do ching ta gd sai. Sau khi ching ta gd mot cau 1énh bi sai thi
chiing ta s& gip du bao 151 (). Dau bao 16i (*) dit & vi tri ma cau 1énh bit dau bi sai. Dya vao
d6 va van dung chirc ning trg gitp cua hé thong ching ta s& tim ra va chinh stra lai 13i ¢ phap
cua cau lénh.
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File Edit View Options Transfer Script Tools Help
APRARN AN EBImst e &
I R1

Athena_vanCong#
Athena_vanCong#clock set 15:13:00 February 32
A

% Invalid input detected at "A° marker.

athena_vanCong#clock set 15:13:00 February 7
<1-31> Day of the month

Athena_vanCong#clock set 15:13:00 February |}

Ready Telnet 9, 44 9 Rows, 94 Cols VT100  CAP NUM

b

Trong vi du trén, dau bao 13i cho biét ciu 1énh bi sai ¢ sd 32. Chling ta g lai cAu 1énh tir dau
t61 vi tri bi 161 rdi thém déu chim hoi (?) nhu sau:

e Athena_VanCong# clock set 13:32:00 February ?

<1-31> Day of the month

Sau d6 ching ta nhap lai cau 1énh véi s6 nam ding nhu ct phap o trén:
e Athena_VanCong#clock set 13:32:00 February 31

Sau khi ching ta gd xong c4u 1énh rdi nhan phim Enter ma cdu 1énh dé bi sai thi ching ta
c6thé dung phim mii tén (1) dé goi cau lénhvira moi nhap. Sau d6 ching ta dung cacphim miii
tén sang phai, sang trai di chuyén con trd t6i vi tri bi sai dé stra lai. Néu can xo4 cac ky tu thi
ching ta c6 thé dung phim <backspace>.

3. CAU HINH ROUTER

CAu hinh router dé cho router thuc hién nhiéu chtc nang mang phuc tap la mdt cong viéc
day thir thach. Tuy nhién budc bat dau cau hinh router thi khong kho lim. Néu ngay tir budc
nay chung ta ¢d ging thuc hanh nhidu dé 1am quen va nim vimg duoc cac bude di chuyén giira
cac ché do cau hinh cua router thi cong viéc cAu hinh phtc tap vé sau sé tré nén don gian hon
rat nhiéu. Trong phan ndy sé& gi6i thiéu vé cac ché do cau hinh co ban cta router va mot s6 1énh
cau hinh don gian.

K¥ ning doc va hiéu mot cach rd rang cac tap tin cau hinh 1a mot ky ning rat quan trong
clia nguoi quan tri mang. Cisco I0S c6 cung cap mot s6 cong cu cho ngudi quan tri mang dé
thém mot sb thong tin can thiét vao tap tin cau hinh. Ciing giong nhu nhiing nguoi 1ap trinh
phai co tai liéu cua timg budc 1ap trinh thi ngudi quan tri mang ciing can duoc cung cap thong
tin cang nhiéu cang t6t khi ma hé théng mang do ngudi khac quan tri.
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3.1. Ché dp giao tiép dong I¢nh CLI

« User EXEC mode | Fouter> |
|
- Privileged EXEC made | n::uv.—.ar# |

= Global configuration moder e {cm tig) *

e RS S

Interface Fouter (config-if)K
Subinterface Fouter (config-subif)§

[ Controller Fouter (config-controller)
Mlap-list Fouter {(config-map-—-lisat)#

| Map-class Fouter (config-map-class) i
Lirne= Fouter {(config—lina)#

| Router Router [config-roluter) i

| IPX-rouler | Fouter {(config-ipx—routerc)#

| Route-rmap | Fouter {config-route-map) §

Tat ca cac cau lénh 1am thay ddi cdu hinh router déu xuét phat tir ché cu hinh toan cuc.
Tuy theo ¥ ching ta muén thay dbi thay doi phan cau hinh dic biét nao cua router thi ching ta
chuyén vao ché do chuyén biét tuong tmg. Cac ché do cau hinh chuyén biétnay déu 1a ché do
con cua ché d6 cdu hinh toan cuc.

Cac cau 1énh dugc stir dung trong ché d6 cau hinh toan cuc 1a nhitng cau Iénh c6 tac dong
1én toan bo hé théng. Chiing ta sir dung cau 1énh sau dé di chuyén vao ché do cau hinh toan cuc:

Chu y: Sy thay d6i ciia diu nhéic cho biét chling ta dang & ché do cau hinh toan cuc

e Router # configure terminal
e Router(config)#

Chédd cau hinh toan cuc 1a ché dd ciu hinh chinh. Tir ché d6 nay chung ta co théchuyén
vao cac ché do chuyén biét. Khi chling ta chuyén vao ché d6 cu hinh chuyén biét nao thi dau
nhic s& thay d6i twong Gmg. Cac cau 1énh trong d6 chi co tac dong ddi véi cac cong hay cac tién
trinh nao lién quan dén ché d6 cau hinh d6 thoi.

Ching ta dung 1énh exit dé tr& vé ché do cau hinh toan cuc hodc ching ta dung phim
Ctrl-Zdé quay vé thang ché 46 EXEC dic quyén.

3.2. Dat tén cho router

Cong vige dau tién khi ciu hinh router la dat tén cho router. Trong ché do ciu hinh toan
cuc, ching ta dung 1énh sau:
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¢ Router(config)#hostname Athena_VanCong
e Athena_VanCong(config)#

Ngay sau khi ching ta nhan phim Enter dé thyc thi cAu 1énh chlng ta s& thdy ddu nhéc
d6i tirtén mac dinh (Router) sang tén ma chlng ta vira méi dat (Athena_VanCong).

3.3. Dat mat ma cho router

Mat ma dugc st dung dé han ché viéc truy cap vao router. Thong thuong ta luon dat mat
ma cho duong vty va console trén router. Ngoai ra mat ma con dugc st dung dé kiém soat su
truy cap vao ché d6 EXEC dic quyén trén router. Khi d6, chinhiing nguoi ndo dugce phép méi
c6 thé thuc hién viéc thay doi tap tin cAu hinh trén router.Sau day 1a cac 1énh ma chdng ta cén
st dung dé thuc hién viéc dit mat ma cho duong console:

e Athena_VanCong(config)#line console 0
e Athena_VanCong(config-line)#password <password>
e Athena_VanCong(config-line)#login

Chung ta ciing can dit mat ma cho mot hodc nhiéu dudng vty dé kiém soat cac user truy
nhap tir xa vao router va Telnet. Thong thudng Cisco router ¢ 5 dudng vty véi thir tu tir 0 dén
4. Chung ta thudng sir dung mot mat ma cho tat ca cac dudng vty, nhung doi khi ching ta nén
dit thém mat ma riéng cho mot duong dé du phong khi ca 4 duong kia déu dang duoc st dung.
Sau dy 1a cac 1énh can str dung dé dat mat ma cho dudng vty:

e Athena_VanCong(config)#line vty 0 4
e Athena_VanCong(config-line)#password <password>
e Athena_VanCong(config-line)#login

Mat ma enable va enable secret dugc sur dung dé han ché viéc truy cap vao ché do EXEC
dac quyén. Mat ma enable chi dugc s dung khi chiing ta cai dat mat ma enable secret vi mat
ma nay dugc ma hoa con mat ma enable thi khong. Sau day 1a cac 1énh dung dé dat mat ma en-
able secret:

e Athena_VanCong(config)#enable password <password>
e Athena_VanCong(config)#enable secret <password>

Doi khi chling ta s& thay 1a rat khong an toan khi mat ma duoc hién thi rd rang khi st
dung 1énh show running-config hoic show startup-config. Pé tranh diéu nay chling ta nén dung
1énh sau dé m3 hoa tat ca cac mat ma hién thi trén tap tin cau hinh cua router:
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e Athena_VanCong(config)#service password-encryption

Lénh service password-encryption s& ap dung mot co ché ma hoa don gian 1én titca cac
mat ma chua dugc ma hoa. Riéng mat ma enable secret thi st dung mdtthuat toan ma hoa rat
manh la MDS5.

L= | B e |
File Edl‘l%ﬂ Options  Transfer Script  Tools Help
BVORR nBEBBS e e &
| Ra
Athena_vanCong#shuw -

#*Mar 1 01:14:00.827: %5YS5-5-CONFIG_I: Configured from console by console
Athena_vancong#show run

Building configuration...

Current configuration : 1366 bytes

I

version 12.4 )
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

]

hostname Athena_vanCong

]

boot-start-marker
boot-end-marker
I

enable secret 5 $1%. icH$hdqjka,/34LacEBHOe] /jc.
enable password 7 082058460C1704
1

no aaa new-model
]
resource policy
]

hemory—size jomem 5 -
Ready Telnet 25, 16 25 Rows, 88 Cols VT100 CAP  NUM

Chung ta c6 rat nhiéu 1énh show duoc dung dé kiém tra ndi dung céc tap tin trén router va
dé tim ra su cb. Trong ca hai ché d6 EXEC dic quyén va EXEC nguoi dung, khi ching ta g8
show? Thi chling ta s& xem duogc danh sach cac 1énh show. Puong nhién 13 sé 1énh show dung
dugc trong ché d6 EXEC dic quyén s& nhiéu hon trong ché do EXEC ngudi ding.

Mot sb 1énh show nhu :

e Athena_VanCong#Show interface <interface>- hién thi trang thai cta tat ca cac
cong giao tiép trén router.

e Athena_VanCong#Show controllers serial - hién thi cac thong tin chuyén biét vé
phan cimg cua cac cong serial.

e Athena_VanCong#Show clock - hién thi dong hd duoc cai dit trén router.

e Athena_VanCong#Show hosts - hién thi danh sach tén va dia chi twong tmg.

e Athena_VanCong#Show users - hién thi tit ca cac user dang két ndi vao router.

e Athena_VanCong#Show history - hién thi danh sach cic ciu 1énh vira méi duge
st dung.
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e Athena_VanCong#Show flash — hién thi thong tin bd nhé flash va tap tin 10S
chura trong do.

e Athena_VanCong#Show version - hién thi thong tin vé router va IOS dang chay
trén RAM.

e Athena_VanCong#Show ARP - hién thi bang ARP trén router.

e Athena_VanCong#Show protocol - hién thi trang thai toan cuc va trang thai cia
cac cong giao tiép di dugc cau hinh giao thic 16p 3.

e Athena_VanCong#Show startup-configuration - hién thi tip tin cdu hinh ding
chay trén RAM.

3.4. Céu hinh cong serial

Chung ta c¢6 thé cau hinh cong serial bang duong console hodc vty. Sau day 1a cac budc
can thuc hién khi cau hinh cong serial:

Vao ché do cau hinh toan cuc.

Vao ché d6 cAu hinh cong serial.

Khai bao dia chi va subnet mask.

Pit téc do clock néu dau cap cam vao cong serial 1a DCE. Néu dau cap 1aDTE thi
chung ta c6 thé bo qua nay.

5. Khoi dong serial.

o

Mdi mét céng serial déu phai c6 mot dia chi I[P va subnet mask dé ching co thé dinh
tuyén cac goi IP. Pé cau hinh dija chi IP ching ta dung lénh sau:

e Athena_VanCong(config)#interface <serial interface>
e Athena_VanCong(config)#ip address <ip address><netmask>

Cong serial can phai c¢6 tin hiéu clock dé diéu khién thoi gian thuc hién thong tin lién lac.
Trong hau hét cac truong hop, thiét bi DCE, vi du nhu CSU, s& la thiét bi cung cr?ip tin hiéu
clock. Mic dinh thi Cisco router lad thiét bi DTE nhung chiing ta c6 thé cdu hinh ching thanh
thiét bi DCE.

Trong méi trudng 1am lab thi cac dudng lién két serial dugc két nbi truc tiép véi nhau.
Do d6 phai c6 mot dau 1a DCE dé cép tin hiéu clock. Chung ta dung 1énh clockrate dé cai dat
tdc do clock. Sau day la cac tde do clock ma ching ta co thé dat cho router (don vi ctua tde do
clock la bit/s): 1200, 2400, 9600, 19200, 38400,56000, 64000, 72000, 125000, 148000,
500000, 800000, 1000000, 1300000,2000000, 4000000. Tuy nhién s& c6 mdt sé toc do ching
ta khong sir dung duoc tuytheo kha ning vét 1y cia timg cong serial.
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Mic dinh thi cac cong giao tiép trén router déu déng. Néu ching ta mubén mo hay khai
dong cac cong nay thi chiing ta phai dung 1énh no shutdown. Néu chiing ta mudn dong cong lai
dé bao tri hodc xur 1y su ¢b thi ching ta dung 1énh shutdown.

Trong mdi trudng lam lab, téc do clock thuong dugc sir dung 13 56000. Sau day 1a cac
1énh duoc str dung dé cai dat tdc do clock va khoi dong céng serial:

e Athena_VanCong(config)#interface serial 0/0
e Athena_VanCong(config-if)#clock rate 56000
e Athena_VanCong(config-if)#no shutdown
3.5. Thuc hién viéc thém bét, dich chuyén va thay doi tip tin cau hinh

Néu chiing ta can chinh stra tap tin ciu hinh thi ching ta phai di chuyén vao dung ché 4o
cdu hinh va thyuc hién can thiét. Vi du:néu ching ta can md mot céng nao do trén router thi
trude hét ching ta phai vao ché do cAu hinh toan cuc, sau d6 vao ché do cau cua céngdé roi
dung 1énh no shutdown.

Pé kiém tra nhitng gi ma ching ta vira méi thay d6i, ching ta dung 1énh show running-
config. Lénh nay s€ hién thi noi dung cua tap tin cAu hinh hién tai. Néu két qua hién thi c6
nhing c6 nhiing chi tiét khong ding thi chlng ta ¢ thé chinh sira lai bang cach thuc hién mot
hodc nhiéu cach sau:

e Dung dang no cua cic 1énh ciu hinh.

o Khoi dong lai router véi tap tin cdu hinh nguyén thuy trong NVRAM.

e Chép tap tin cAu hinh dy phong tir TFTP server.

e Xo4 tap tin cdu hinh khai dong bang 1énh erase startup-config,sau d6 khoidong lai
router va vao ché do cai dit.

DPé luu tap tin, cAu hinh hién tai thanh tap tin cAu hinh khoi dong luu trongNVRAM,
chung ta dung 1énh nhu sau:

e Athena_VanCong#copy running-config startup-config hoac
e Athena_VanCong#wr



/ \ Trung Tam Pao Tao Quan Tri Mang & An Ninh Mang Quéc TE ATHENA
A AT H E NA + 92 Nguy&n Binh Chiéu, P.PaKao, Q.1_Tel:(08) 2210 3801 - 0943 23 00 99

) + 2Bis Pinh Tién Hoang, P. Da Kao, Q.1_Tel: (08) 38 244 041 - 0943 20 00 88
TRING TAM 040 740 QUAN TR s & v s s cic 1€ Website: www.athena.eduvn _ Email: training@athenavn.com

Make changas in
configuration mode [

¥

Examinea rasults
Fouter fshow running-config

Remowve changes

—l"'l Fouter (config) dno. ., . |—

Save changes o backup

Fouter foopy running-config -
startup-config

Fouter foopy running-config

tEftp —Zl-l Fouterfcopy tftp running-config I—

+ o |[RFouter ferase atartup-config
Examine backup file Pruterfreload

Fouterfshow startup-config

Fouterfcopy running-config
atartup config

3.6. Cau hinh cong Ethernet

Tuong tu nhu cong serial, chiing ta c6 thé cdu hinh cong Ethernet bang dudng console
hodc vty.

Moi céng Ethernet cling can phai c6 mot dia chi IP va subnet mask dé c6 thé thuc hién
dinh tuyén cac géi IP qua cong do.

Sau day la cac budc thuc hién cAu hinh Ethernet:

e Vao ché do cau hinh toan cuc.

e Vao ché d6 ciu hinh cong Ethernet.
e Khai bao dia chi va subnet mask.

e Khoi dong cong Ethernet.

Mic dinh 1a cic cbng trén router déu dong. Do d6, chingta phai dung lénh no
shutdown dé mé hay khoi dong cong. Néu ching ta can dong cong lai dé bao tri hay xtr Iy su ¢b
thi chdng ta dung 1énh shutdown.
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File Edit View Options Transfer Script Tools  Help
WO RS IFHT e
| R4

g

Athena_vanCong#

Athena_vanCong#

Athena_vanCong#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Athena_vanCong(config)#int f0,/0

Athena_vanCong(config-if)#ip add 192.168.1.1 255.255.255.0
Athena_vanCong(config-if)#no shutdown

=

A

Athena_vanCong(config-if)#
087:
087:

*Mar 1 01:29:26.
#Mar 1 01:29:27.

hanged state to up

aAthena_vancCong(config-if)#ll

Ready

%LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, ¢

Telnet 12, 27 12 Rows, 88 Cols VT100  CAP NUM

3.7.

Hoan chinh cau hinh router
3.7.1. Tam quan trong cua viéc chuan hoa tap tin cau hinh

Trong mét t6 chirc viée phat cac quy dinh danh cho cac tip tin cAu hinh 14 rat can thiét.
T d6 ta c6 thé kiém soat duoc cac tap tin nao can bao tri, luu céc tap tin & dau va nhu thé nao.

3.7.2. Cau chu thich cho cic cong giao tiép

Trén cac cong giao ti€p chdng ta nén ghi cht lai mot so théng tin quan trong, vi du nhu
chi s6 mach ma cong nay két ndi vao, hay thong tin vao router khac, vé phan doan mang ma
cong nay két no1 dén. Dya vao céac cau cha thich nay, nguoi quan tri mang c6 thé biét duoc la

cong giao ti€p nay két noi vao dau.

Cau chu thich chi don gian 1a ghi cha thém cho cac cong giao tiép, ngodi ra n6 hoan toan
khong c6 tac dong gi d6i voi hoat dong cuia router nhung lai giup cho tp tin cdu hinh duoc 1&
rang hon, gitp cho viéc xac dinh sy ¢6 duoc nhanh hon.
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s

¢ - - =NNCN X
File Edit View Options Transfer Script Tools Help
DRREAR 2 nBIBE S TR e ol
| R4

Athena_vanCong#

Athena_vanCong#

Athena_vanCong#

Athena_vanCong#

Athena_vanCong#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Athena_vanCong{config)#int

Athena_vanCong{config)#interface f0/0
Athena_vanCong(config-if)#descrio
Athena_vancCong{config-if)#descrip
Athena_vancCong{config-if)#description Cong f0/0 noi voi pcl |
Athena_vanCong{config-if)#J] =

Ready Telnet 12, 27 12 Rows, 88 Cols VT100  CAP NUM

e Athena_VanCong#configure terminal
e Athena_VanCong(config)#interface <interface>

e Athena_VanCong(config-if)# description <Chu thich>
3.7.3. Thong diép dang nhap

Thong diép ding nhap dugc hién thi khi ching ta ding nhap vao hé thdng. Loai thong
diép nay rat hiru dung khi chling ta can canh béao truéc khi dén gid tat hé thong mang.

Vi du mét thong diép nhu sau: “This is a secure system, Authorized Access Only!” (Pay
1a hé théng dugc bao mat, chi danh cho nhitng ngudi c6 thim quyén!) dugc sir dung dé canh
béo nhitng vi khach viéng tham bat hop phap.

NG X
File Edit View Options Transfer Script Tools  Help
IINER RN BB FH o ]
| R4
Press RETURN to get started.
15 15 a secure system. Authorized Access Only
User Access Verification
Password: Jj L
Ready Telnet 12, 11 12 Rows, 94 Cols WT100  CAP NUM

3.7.4. Céu hinh thong diép diing nhap (MOTD)

Thong diép MOTD c6 thé hién thi trén tit va cac thiét bi ddu cudi két ndi vao router.
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Dé céu hinh thong diép MOTD ching ta vao ché do cdu hinh toan cyc. Tai day ching ta
dung l1énh banner motd, caich mot khoang tréng, nhép ky tu phan cach vi du nhu ky tu #, roi viét
ciu thong bao, két thuc bang cach nhap ky tu phan cach mot lan nira.

Sau day 1a cac budc thyc hién dé ciu hinh théng diép MOTD:

1. Vio ché do cau hinh toan cyc bang 1énh configure terminal
2. Nhap I¢nh nhu sau: banner motd # The message of the day goes here #.
3. Luu cdu hinh vira rdi bang 1énh copy running-config startup-config.

3. PINH TUYEN VA CAC GIAO THUC PINH TUYEN
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GIOI THIEU

Dinh tuyén don gian chi 1a tim duong di tr mang nay dén mang khac. Thong tin vé
nhirng con duong nay cé thé 1a duoc cap nhat ty dong tur cac router khac hodc la do nguoi quan
tri mang chi dinh cho router. Ching ta s& di tim hiéu vé dinh tuyén dong, céc loai giao thic
dinh tuyén dong va phan tich mdi loai mét giao thirc tiéu biéu.

Nguoi quan tri mang khi chon lya mot giao thirc dinh tuyén dong can can nhic mot sd
yéu t6 nhu: do 16n cua hé thong mang, bing théng cac duong truyén, kha ning cua router. Loai
router va phién ban router, cic giao thirc dang chay trong hé théng mang. Chuong nay mo ta
chi tiét vé sy khac nhau giita cac giao thic dinh tuyén dé gitp cho nha quan tri mang trong viéc
chon lya mot giao thirc dinh tuyén.

1. TONG QUAN VE PINH TUYEN VA PINH TUYEN TINH

Dinh tuyén 14 qué trinh ma router thuc hién dé chuyén géi dir liéu t6i mang dich.Tat ca
cac router doc theo duong di déu dua vao dia chi IP dich cua g6i dir licu dé chuyén g6i theo
dung hudng dén dich cudi cung .Dé thuc hién duoc diéu nay,router phai hoc thong tin vé dudng
di t6i cac mang khac .Néu router chay dinh tuyén dong thi router tu dong hoc nhitng thong tin
nay tir cac router khac. Con néu router chay dinh tuyén tinh thi ngudi quan tri mang phai ciu
hinh céc thong tin dén cac mang khéc cho router .

1.1.  Giéi thi¢u vé giao thirc dinh tuyén tinh

Dbi voi dinh tuyén tinh ,cic thong tin vé duong di phai do nguoi quan tri mang nhap cho
router .Khi cdu tric mang c6 bat ky thay d6i nao thi chinh ngudi quan tri mang phai xoa hoic
thém céc théng tin vé duong di cho router .Nhitng loai dudng di nhu vay goi 1a dudng di cd
dinh D6i voi hé thong mang 16n thi cong viée bao tri mang dinh tuyén cho router nhu trén ton
rat nhidu thoi gian .Con ddi véi hé théng mang nho ,it ¢ thay doi thi cong viéc nay d& méat
cong hon .Chinh vi dinh tuyén tinh doi héi ngudi quan tri mang phai cdu hinh moi thong tin vé
dudng di cho router nén né khéng c6 duoc tinh linh hoat nhu dinh tuyén dong . Trong nhirng hé
théng mang 16n ,dinh tuyén tinh thuong dugc st dung két hop véi giao thirc dinh tuyén dong
cho mot sb muc dich dic biét.

1.2. Hoat dong caa dinh tuyén tinh.
Hoat dong ctia dinh tuyén tinh c6 thé chia ra 1am 3 budc nhu sau:

e Dau tién ,ngudi quan tri mang cau hinh cac duong co dinh cho router
e Router cai dat cac duong di nay vao bang dinh tuyén .



/ \ Trung Tam Dao Tao Quan Tri Mang & An Ninh Mang Quéc Té ATHENA
A ATH E NA + 92 Nguyén Binh Chiéu, P. PaKao, Q.1_Tel: (08) 2210 3801 - 0943 23 00 99

_ + 2Bis Dinh Tién Hoang, P. Pa Kao, Q. |_Tel: (08) 38 244 041 - 0943 20 00 88
M'“me'ﬂmmm“ﬁmff Website: www.athena.eduvn _  Email: training@athenavn.com

e Goi dit liéu dugc dinh tuyén theo cac duong cb dinh nay .
1.3.  Céau hinh dinh tuyén tinh

Nguoi quan tri mang cdu hinh dudng cb dinh cho router bang 1énh iproute.Ct phép cua
1€nh iproute.

Ri Athena VanCong

192.168.1.0/24
e : 172.16.1.2/ 24 e fo/
] 3

(B ST
File Edt View Options Transfer Script Tools Help

DDLU oan BB Hxe 0 ]

|R1 | IR2 B
ot Tull duplex), with Athena_vanCong. lab. Tocal FastEthernetd (Tull duplex). A
Athena_vanCong{config)#ip route 172.16.1.0 255.255.255.0 f0/0

Athena_vancong{config)# .

“Mar 1 00:05:18.323: XCOP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Fastéthernetd/0 (n
ot full duplex), with athena_wvanCong.lab.local Fastethernetd (full duplex).
athena_vanCong{config)#

*Mar 1 00:06:18.335: ¥COP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Fastethernet0/0 (n

ot full duplex), with athena_vanCong.lab.local Fastethernet0 (full duplex).
Atherra_‘u'ancnng(:nnﬁg)!‘l -

| [Ready Teinet 9, 24 9Rows, 94 Cols V100 CAP NUM |

e Athena_VanCong(config)# ip router network subnet-mask outgoinginterface| ip
next hop

Cau léch ma ngudi quan tri ciia router Athena_VanCong cau hinh duong ¢b dinh cho rou-
ter dén mang 172.16.1.0/24 . Cau lénh nay chi cho router biét duong dén mang dich di ra bang
cong giao tiép nao . Ching ta con c6 thé chi cho router biét dia chi IP ctia router ké tiép 1a gi dé
dén duoc mang dich. C4 2 cau Iénh déu cai dat duong ¢ dinh vao bang dinh tuyén cua router
Athena_VanCong. Diém khac nhau duy nhat gitra 2 cau 1énh nay 13 chi s tin cay cta 2 dudng
c¢d dinh twong tng trén bang dinh tuyén cta router s& khac nhau.

Chi s tin cay 1a mot thong sd do luong d6 tin cdy cua mot duong di .Chi sé ndy cang
thap thi d0 tin cdy cang cao .Do d6 ,néu dén cung mét dich thi con duong ndo cé chi sb tin ciy
thap hon thi dudng d6 duoc vao bang dinh tuyén cta router trudc .Trong vi du trén,dudng cb
dinh st dung dia chi IP cua tram ké tiép s& ¢6 chi sd tin cdy mac dinh 1a 1,con duong ¢ dinh str
dung cbng ra thi c6 chi sb tin cdy mic dinh 12 0 .Néu chung ta mudn chi dinh chi s6 tin cdy thay
vi str dung gia tri mic dinh thi ching ta thém thong s6 nay vao sau thong sb vé cong ra/dja chi
IP tram ké ctia cdu l1énh .Gia trj ctia chi s6 ndy nam trong khoang tir 0 dén 255.

e Athena_VanCong(config)# ip router 172.16.1.0 255.255.255.0 192.168.1.2
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Néu router khong chuyén dugc gbi ra cong giao tiép da dugc cdu hinh thi c6 nghia la
cong giao tiép dang bi dong, duong di trong tng ciing sé khong duoc dit vao bang dinh tuyén .

Doi khi ching ta sit dung duong cb dinh lam dudng dy phong cho dudng dinh tuyén
dong .Router s& chi sir dung duong cb dinh khi dudong dinh tuyén dong bi dat Dé thuc hién
diéu nay , chung ta chi can dit gia trj chi sb tin cdy ctia duong cb dinh cao hon chi s tin ciy
ctia giao thtc dinh tuyén dong dang st dung 1a duoc .

1.4.  Cau hinh dwong c6 dinh

CAu hinh duong mic dinh cho router chuyén goi di 13 dudng ma router s& st dung trong
truong hop router khong tim thdy duong di ndo phu hop trong bang dinh tuyén dé téi dich cia
g6i dit liéu. Chiing ta thuong cdu hinh dudng mic dinh cho dudng ra Internet ctia router vi rou-
ter khong can phai luu thong tin dinh tuyén téi tmg mang trén Internet .Lénh cau hinh duong
mic dinh thuc chét cling 1a Iénh c4u hinh duong ¢ dinh ,cu thé 14 cau 1énh nhu sau:

e Athena_VanCong(config)#ip route 0.0.0.0 0.0.0.0 [next —hop-address/outgoing in-
terface ]

Subnet 0.0.0.0 khi dugc thyc hién phép toan AND logic voi bét ky dia chi IP dich nao
cling ¢6 két qua 1a mang 0.0.0.0 . Do d6 ,néu goi dir liéu c6 dia chi dich ma router khong tim
dugc duong nao phu hop thi goi dit lidu d6 s& duoc dinh tuyén ti mang 0.0.0.0.

Sau khi cdu hinh dudng ¢ dinh ching ta dung 1énh show ip route dé xem c6 dudng cb
dinh trong bang dinh tuyén hay khéng .

= | B i

File Edit View Options Transfer Script Tools Help
AILER o an BBy e @l
|rR1 | IR2 3|

Athena_VvanCong#show 1p route
codes: C - connected, s - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - O5PF, IA - O5PF inter area

»

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - O5PF external type 1, E2 - OSPF external type 2

i - I5-I5, su - IS-IS summary, L1 - IS-IS Jewvel-1, L2 - IS-IS lewel-2
ia - I5-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets
5 172.16.1.0 is5 directly connected, FastEthernet0,/0
10.0.0.0/24 is subnetted, 1 subnets
C 10.10.10.0 is directly connected, Loopbackl
[ 192.168.1.0/24 is direct%y connected, FasteEthernet0d,/0
5% 0.0.0.0/0 is directly connected, FastEthernet0/0
Athena_vanCong#l]

m

Ready Telnet 18, 16 18 Rows, 94 Cols VT100  CAP MNUM
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Bay gio trén router Athena VanCong ,ching ta thyc hién Iénh ping té1 mot node trong
mang 172.16.1.0. Vi du Iénh ping khong thanh cong .Sau d6 chiing ta dung 1énh traceroute dén
node ma ching ta vira méi ping dé xem 1énh traceroute bi rét & dau .

2. TONG QUAN VE PINH TUYEN PONG

2.1.  Giéi thiéu vé giao thirc dinh tuyén dong

Giao thtire dinh tuyén khac vai giao thirc dugc dinh myén ca vé chirc nang va nhiém vy
.Giao thirc dinh tuyén dugc sir dung dé giao tiép giita cac router v6i nhau.Giao thirc dinh tuyén
cho phép router nay chia sé cic thong tin dinh tuyén ma n6 biét cho céac router khac . Tir d6 ,céc
router ¢ thé xay dung va bao tri bang dinh tuyén caa né.

Sau day 1a mot s6 giao thuc dinh tuyén :RIP, IGRP, EIGRP, OSPF...

Con giao thuc dugc dinh tuyén thi dugc st dung dé dinh huéng cho dir li€u cuia nguoi
ding. Mot giao thirc duoc dinh tuyén s& cung cap day dii thong tin vé dia chi 16p mang dé géi
dit liéu co thé truyén di tur host nay dén host khac dua trén céu trac dia chi d6 .

Sau day 1a cac giao thirc dugc dinh tuyén:

¢ Internet Protocol (IP)
e Internetwork Packet Exchange(IPX)

2.2.  Autonmous sytem(AS) (Hé thong tw quén)

Hé tu quan (AS) 1a mot tap hop cac mang hoat dong dudi cing mot co ché quan tri vé
dinh tuyén .Tir bén ngoai nhin vao ,mot AS dugc xem nhu mot don vi .T6 chire Ding ky sd
Internet cia My (ARIN-American Regitry of Internet Numbers) 12 noi quan 1y viéc cap sb cho
mdi AS .Chi sb nay dai 16 bit .Mt sb giao thire dinh tuyén ,vi du nhu giao thirc IRGP cua Cis-
co,doi hoi phai co s AS xac dinh khi hoat dong .
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BGP router
—=  Lewel 2 1S-1S router

/()

[ (]
u

—— Interdomain links

Intradomain links

2.3.  Muc dich ciia giao thirc dinh tuyén va hé thong tw quan

Muc dich cta giao thire dinh tuyén 14 xdy dung va bao tri bang dinh tuyén .Bang dinh
tuyén nay mang thong tin vé cac mang khac va cac cong giao tiép trén router dén cac mang nay
Router st dung giao thirc dinh tuyén dé quan 1y thong tin nhan duoc tir cac router khac ,thong
tin tir cAu hinh cta cac cong giao tiép va théng tin ciu hinh cic dudng cb dinh .

Giao thic dinh tuyén cép nhat vé tat ca cac duong ,chon duong tdt nhat dat vao bang dinh
tuyén va xoa di khi dudng d6 khéng st dung duogc nita .Con router thi str dung thong tin tréng
bang dinh tuyén dé chuyén goi di liéu cta cac giao thirc duoc dinh tuyén .

Dinh tuyén dong hoat dong trén co s& cac thuat todn dinh tuyén Khi ciu tric mang cé
bét ky thay ddi nao nhu m& rong thém ,cau hinh lai ,hay bi truc trac thi khi do ta n6i hé théng
mang dd dugc hoi tu .Thoi gian dé cac router ddng bd véi nhau cang ngan cang tt vi khi cac
router chwa dong bo véi nhau vé cac thong tin trén mang thi sé dinh tuyén sai.

Véi hé thdng tu quan (AS) ,toan bd hé thdng mang toan cau duoc chia ra thanh nhiéu
mang nho, dé quan Iy hon.Mdi AS c6 mét s6 AS riéng ,khong trung lap v6i bat ky AS khac ,va
mdi AS c6 co ché quan tri riéng ctia minh .

3. PHAN LOAI CAC LOAI PINH TUYEN
Pa sb céc thuat toan dinh tuyén duoc Xép vao 2 loai sau :

e Vecto khoang céch.
e Trang thai duong lién két .
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3.1. Pinh tuyén theo vecto khoing cach
3.1.1. Co ché dinh tuyén

Dinh tuyén theo vecto khoang cach thuc hién truyén ban sao cia bang dinh tuyén tir rou-
ter ndy sang router khac theo dinh ky .Viéc cap nhat dinh ky giita cac router giup trao doi thong
tin khi cu tric mang thay d6i .Thuat toan dinh tuyén theo vécto khoang cach con duoc goi la
thuat toan Bellman-Ford.

MBJi router nhan duoc bang dinh tuyén cia nhimg router lang giéng két ndi truc tiép voi
no .Vi du router B nhan dugc thong tin tir router A .Sau d6 router B sé cdng thém khoang cach
tir router B dén router (vi du nhu ting s hop 1én )vao cac thong tin dinh tuyén nhan dugc tir
A.Khi d6 router B s& c6 bang dinh tuyén méi va truyén bang dinh tuyén nay cho router lang
giéng khéc 13 router C.Qua trinh nay xay ra tuong tu cho tit ca cac router lang giéng khac.

Chuyén bang dinh tuyén cho router lang giéng theo dinh ky va tinh lai vecto khoang
cach.

—=—— Routing [ Routing —==—— Routing [—— Routing

Table e —— Table |—— Table ] Table |——
Pass periodic copies of a routing tabie to neighbor routers and accumulate R
distance vectors. S

Routerthuthapthongtinvékhoangcachdéncacmangkhac, tirdondxaydung

vabaotrimotcosoditliéuvéthongtindinhtuyéntrongmang. Tuynhién,hoat
dongtheothuattoanvectokhoang cachnhuviythiroutersékhongbiétduoc
chinhxaccautraccuatoanbohéthdng mangmachibiétdugccacrouterlang

giéngkétnditructiépvinomathoi.

Khistrdungdinhtuyéntheovectokhoang  cach,budcdautiénlarouterphaixac  dinhcécrouter
langgiéng véind.Cacmang kétnditructiépvaoconggiaotiép cuaroutersdcokhoang cachla0. Con
duong ditéicacmangkhongkétnditruc tiépvaorouterthirouterséchonduong
tétnhatdyatrénthongtinmanénhan duoc tircacrouterlanggiéng.Vi du RouterA nhanduocthong
tinvécacmang khac tirrouter B.Cacthong tinnayduogcdattrong bang dinh tuyénvéivectokhoang
cachdaduoctinhtoanlaichobiéttirrouterAdénmang dichthi ditheohudéngnao,khoangcachbaonhiéu.
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3.1.2. Co ché cap nhit dinh tuyén

Bangdinhtuyén dugccapnhatkhicautricmang cosuthayddi.Quatrinhcap
nhatnayciingdiénratimgbudemattirouternaydénrouterkhac. Khicapnhat, mdiroutergiriditoanboba
ngdinhtuyénciiandchocécrouterlanggiéng. Trongbangdinhtuyéncothongtinvéduong
ditéitmgmang dich:tongchiphi choduongdi,diachicuarouterkétiép.

Process to Process to
v _ [¥] [2] rocess ey

update this
routing table routing table

|

Router A
< O ds out
Routing Table b’ Routing Table D:‘ Routing Table (f::r:msdate d
W| €— |0 X| €— |0 Y| €«— |0 _— routing table
X[ —>» |0 Y| —>» |0 72| —>» |0
Y| —>» |1 2| — |1 x| €— |1
Topology changes
2| —>» |2 W| €— |1 W[ €— (2 cause routing
table update

3.1.3. Ldi dinh tuyén Lip va gia tri ti da

Pinh tuyén 1ap co thé xay ra khi bang dinh tuyén trén cac router chua duoc cap nhat hoi
tu do qua trinh héi tu cham.

|Netw0rk 1, Distance 13|

Network 1, Distance12 | ¥ |Network 1, Distance 15|

Routing Table
Maximum metric is 16
Network 1 is unreachable

Specify a maximum distance vector metric as infinity

|Netwovk1Down I

Nguyén nhan 1a do cap nhat sai vé Mang 1 cta router B, C, D khi cap nhat sai bang dinh
tuyén cta nhau trong khi router A chua cap nhat cho cac router con lai vé mang 1. Diéu nay s&
bi lap vong nhu vay hoai cho dén khi nao c6 mot tién trinh khac cat dut dugc qua trinh nay.
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Tinh trang nhu vay goi la dém vo han, g61 dit li€u s€ bi 1ap vong trén mang trong khi thuc té 1a
Mang 1 da bi ngét.

Véi vecto khoang cach str dung théng s 1a sb luong hop thi mdi khi router chuyén thong
tin cap nhat cho router khac ,chi s6 hop sé tang 1én 1.Néu khong c6 bién phap khic phuc tinh
trang dém vo han ,thi ¢t nhu vay chi s6 hop s€ tang 1én dén vo han.

Ban than thuat toan dinh tuyén theo vecto khoang cach c6 thé ty sita 16i duoc nhung qué
trinh lip vong nay c6 thé kéo dai dén khi ndo dém dén v6 han. Do d6 dé tranh tinh trang 16i nay
kéo dai, giao thirc dinh tuyén theo vecto khoang cach di dinh nghia gia tri ti da.

Bang cach nay ,giao thirc dinh tuyén cho phép vong lip kéo dai dén khi thong sé dinh
tuyén vuot qua gia tri t6i da. Vi du nhu hinh v& duéi, khi thong sé dinh tuyén 13 16 hop 16n hon
gia tri toi da 1a 15 thi thong tin cAp nhat do s& bi router huy bo. Trong bat ky trudng hop nao,
khi gia tri ctia thong sé dinh tuyén vuot qua gia tri toi da thi xem nhu mang d6 1a khong dén
dugc.

3.1.4. Cac cach phong chéng 16i dinh tuyén lip
3.1.4.1. Tranh dinh tuyén lip vong bing split horizone

Mot nguyén nhan khac gy ra 1ap vong 1a router guri lai nhitng thong tin dinh tuyén ma nd
vira nhan dugc cho chinh router da giri nhitng thong tin do.

St dung bang cau 1énh Router(config-if)#no ip split- horizon
3.1.4.2. Trach dinh tuyén Lip vong bang Route poisoning

Route poisoning dugc str dung dé tranh xay ra cac vong lap 16n va gitip cho router thong
bao thang 1a mang di khong truy cdp duoc nira bang cach dit gia tri cho thong sb dinh tuyén
(s6 lugng hop chiang han )16n hon gia trj t6i da.

Route poisoning c6 nghia 1a khi c6 mot con dudng nio d6 bi ngit thi router s& thong bao
vé con dudng d6 voi thong sd dinh tuyén 16n hon gia tri tdi da. Co ché route poisoning khong
hé gdy mau thudn véi co ché split horizon .Split horizon c6 nghia 1a khi router gui thong tin cip
nhat ra mot dudng lién két thi router khong dugc guri lai nhitng thong tin nio ma né vira nhan
vao tir duong lién két d6.Bay gid ,router van giri lai nhitng thong tin d6 nhung voi théng sd
dinh tuyén 16n hon gié tri toi da thi két qua van nhu vay .Co ché nay goi 1a split horizon két hop
v&i poison reverse.

Khi mang X bi ngat ,Router s& sir dung route poisoning bang cach dat gi tri 16 trén bang
dinh tuyén dé cho biét mang nay khong dén duoc nita .

3.1.4.3. Trach dinh tuyén 1ip vong bing co ché cip nhat tirc thoi
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Hoat dong cap nhat bang dinh tuyén giita cic router lang giéng duogc thyuc hién theo chu
ky .Vi du :ctr sau 30 giay RIP thuc hién cap nhat mot lan .Ngoai ra con c6 co ché cap nhat tic
thoi dé théng bao vé mot thay d6i nao d6 trong bang dinh tuyén .Khi router phat hién ra c6 mot
thay doi ndo d6 trong cau trac thi né 1ap tirc giri thong diép cap nhat cho cac router lang riéng
dé thong bao vé su thay doi d6. Nhat 1a khi c6 mot dudng nao dé bi 16i khong truy cap duoc
nita thi router phai cip nhét tc thoi thay vi doi dén hét chu ky. Co ché cap nhat tic thoi két
hop véi route poisoning s& dam bao cho tt ca cac router nhin duogc thong tin khi c6 mot dudng
nao d6 bi ngat trude khi thoi gian holddown két thuc.

Co ché cap nhat tirc thoi cho toan bd mang khi c6 su thay di trong ciu tric mang gitp
cho céc router dugc cap nhat kip thoi va khéi dong thoi gian holddown nhanh hon.

Network 10.4.0.0 is unreachable

Fal/O S0/0 San S0/ Sovt Fall/0

Vi du nhu router C cap nhat tirc thoi ngay khi mang 10.4.0.0 khong truy cip duoc nira.
Khi nhan duogc théng tin nay, router B ciing phat thong bao vé mang 10.4.0.0 ra cong S0/1. Bén
ludt router A ciing s& phat thong bao ra cong Fa0/0.NetWordk 10.4.0.0 is unreachable

Vi cap nhat tirc thoi, router s& gui thong diép ngay dé thong bao sy thay ddi trong bang
dinh tuyén ctia minh.

3.1.4.4. Tranh lip vong bang thoi gian holddown

Khi router nhan dugc tir router lang giéng mot thong tin cho biét 14 mot mang X nao do
bay gio khong truy cip dugc nita thi router s& danh ddu vao con dudng toi mang X d6 1a khong
truy cap dugc nira va khoi dong thoi gian holddown. Trong khoang thoi gian holddown nay,
néu router nhan dugc thong tin cap nhat tir chinh router lang riéng luc ndy théng bao 13 mang X
da truy cap lai dugc thi router méi cap nhat thong tin d6 va két thuc thoi gian holddown.

Trong sudt thoi gian holddown nét router nhan dugc thong tin cap nhat tir mdt router lang
riéng khac (khong phai 14 router lang giéng da phat thong tin cip nhat vé mang X luc niy)
nhung thong tin nay cho biét c6 duong dén mang X vé6i thong sd dinh tuyén tét hon con dudng
ma router truéc d6 thi né s& bé qua, khong cap nhat thong tin nay. Co ché nay gitp cho router
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tranh dugc viéc cdp nhat nham nhiing thong tin cii do cac router lang giéng chua hay biét gi vé
viéc mang X di khong truy cap duoc nita. Khong thoi gian holddown bao dam cho tit ca cac
router trong hé thong mang di dugc cdp nhat xong vé thong tin méi. Sau khi thoi gian hold-
down hét thdi han, tat ca cac router trong hé théng déu da dugc cap nhat 1a mang X khong truy
cap dugc nira, khi d6 cac router déu c6 thé nhan biét chinh xac vé ciu tric mang. Do do, sau
khi thoi gian holddown két thuc thi cac router lai cip nhat thong tin nhu binh thuong.

Str dung cau 1énh dé thay d6i thoi gian holddown:
e Router(config- router)#timers basic update invalid holddown flush[sleeptime]

3.1.5. Pic diém ciia giao thirc dinh tuyén theo trang thai dwong lién két

Thuat toan dinh tuyén theo trang thai dudng lién két 1a thuat toan Dijkstras hay con goi 1a
thuat toan SPF (Shortest Path First tim duong ngan nhat). Thuat toan dinh tuyén theo trang thai
duong lién két thuc hién viéc xay dung va bao tri mot co sé dit liéu day du vé cdu triic cla toan
bd hé théng mang.

Dinh tuyén theo trang thai dudng lién két sir dung nhitng cong cu sau:

e Thong diép thong bao trang thai duong lién két (LSA-Link-state Advertisement):
LSA 12 mét géi dir liéu nhd mang thong tin dinh tuyén duogc truyén di giita cac
router .

e Co sd dit liéu vé cdu trac mang :duoc xay dyung tir thong tin thu thap duoc tir cac
LSA.

e Thuat toan SPF :dua trén co sé& dit lidu vé cau truc mang ,thudt toan SPF s¢ tinh
toan dé tim dudng ngin nhét .

e Bang dinh tuyén :chtra danh sach cac duong di da dugc chon lya .

Qua trinh thu thap thong tin mang dé thyc hién dinh tuyén theo trang thai duong lién két:

MGdi router bat dau trao ddi LSA véi tat ca cac router khac, trong d6 LSA mang co so dit
liéu dua trén thong tin cua cac LSA.

MGdi router tién hanh xay dung lai cdu tric mang theo dang hinh cdy vdi ban than no 1a
gbc ,tir d6 router vé ra tat ca cac dudng di toi tit ca cac mang trong hé thong. Sau d6 thuit toan
SPF chon duong ngin nhat dé dua vao bang dinh tuyén. Trén bang dinh tuyén s& chira thong tin
vé cac duong di da dugc chon voi cong ra twong Gmg.Bén canh do, router van tiép tuc duy tri co
s& dir liéu vé cau trac hé théng mang va trang thai cua cac duong lién két. Router ndo phat hién
ciu tric mang thay db6i ddu tién s& phat théng tin cdp nhat cho tit ca cac router
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khac.Router phat goi LSA, trong d6 c6 thong tin vé router mdi, cac thay doi vé trang théi
duong lién két. G6i LSA nay duogc phat di cho tat ca cac router khéc.

—
RoutingTable [l Routing Table el Routing Tablo
W( €— |0 X| €— |0 Y| €— |0
Topological g
Database | Link-State Advertissment Packets | Rouig x| —> |0 y| —> |o 2| —> |0
Tabla
Topological Topological Topological
\ / Dalabase Database Database
SPF SPF| Tree SPF | Tree SPF| Tree
== .0 : : =
Rou! R
\ NN\ . i vt
Routers send LSAs to their neighbors. The LSAs are used to build a topological | . )
database. The SPF algorithm is used to calculate the shortest path first tree in Each router has its own topological database on which the
which the root is the individual router and then a routing table is created. SPF algorithm is run.

MBJi router c6 co s& du lidu riéng vé cau tric mang va thuat toan SPF thuc hién tinh toan
dua trén co s¢ dit li€u nay .

Khi router nhan dugc goi LSA thi n6é s€ cap nhat lai co s& dit li€u cia nd vdi thong tin
méi vira nhan duge. Sau d6 SPF s& tinh lai dé chon duong lai va cap nhat lai cho bang dinh
tuyén .

Dinh tuyén theo trang thai dudng lién két c6 mot s nhugc diém sau:

e B0 su ly trung tdm cua router phai tinh toan nhiéu
e Doi hdi dung lvong bd nhé phai 16n
e Chiém dung bing thong dudng truyén

Neighbors
Aand C
a on Network 1
- 4

Network 1 Hello
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Router st dung dinh tuyén theo trang thai duong lién két s& phai cAn nhiéu bo nhé hon va
hoat dong xtr Iy nhiéu hon 1a str dung dinh tuyén theo vecto khoang cach. Router phai cé di bo
nhé dé luu co so dit liéu vé clu trac mang ,bang dinh tuyén. Khi khéi dong viéc dinh tuyén tat
ca céc router phai giri g6i LSA cho tit ca cac router khac, khi d6 bang thong duong truyén sé bi
chiém dung lam cho bang thong danh cho duong truyén dir liéu ctia nguoi dung bi giam xudng.
Nhung sau khi cac router di thu thap du thong tin dé xay dung co s& dit liéu vé cau tric mang
thi bang thong dudng truyén khong bi chiém dung nita .Chi khi ndo ciu tric mang thay doi thi
router m&i phat goi LSA dé cap nhat va nhitng g6i LSA nay chiém mot phan bang thong rong
rat nho.

3.2. Tong quat vé giao thirc dinh tuyén
3.2.1. Quyét dinh chon dwong di

Router ¢6 2 chtic nang chinh 1a :

e Quyét dinh chon duong di
e Chuyén mach

Qua trinh chon dudng di duoc thuc hién ¢ 16p Mang.Router dua vao bang dinh tuyén dé
chon duong cho goéi dir li€u ,sau khi quyét dinh duong ra thi router thuc hién viéc chuyén mach
dé phat géi dix liéu .

Chuyén mach 1 qué trinh ma router thuc hién dé chuyén goi tir cong nhan vao ra cong
phat di .Piém quan trong cta qué trinh nay 1a router phai dong géi dir liéu cho phu hop véi
duong truyén ma goéi chuan bi di ra

3.2.2. Cau hinh dinh tuyén

Pé cau hinh giao thic dinh tuyén ,ching ta can ciu hinh trong ché d6 cau hinh toan cuc
va cai dat cac dic diém dinh tuyén .Budc dau tién ,0 ché do céu hinh toan cuc,chliing ta can
khoi dong giao thirc dinh tuyén ma chdng ta muén ,vi du nhuRIP,IRGP,EIGRP hay
OSPF. Sau d6 ,trong ché d ciu hinh dinh tuyén ,cong viéc chinh 1a ching ta khai bao dia chi
IP .Pinh tuyén dong thuong sir dung broadcast va multicast dé trao doi thong tin giira cac rou-
ter .Router s& dwa vao thong sé dinh tuyén dé chon dudng tét nhat t6i timg mang dich.

Lénh router dung dé khoi dong giao thirc dinh tuyén .Lénh network dung dé khai bao cac
cong giao tiép trén router ma ta mudn giao thirc dinh tuyén giri va nhan cac thong tin cip nhat
vé dinh tuyén .

Sau day 1a cac vi du vé cau hinh dinh tuyén:
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e Athena_VanCong(config)#router rip
e Athena_VanCong(config-router)#network 172.16.1.0

bia chi mang khai bao trong cau 1énh network 1a dia chi mang theo 16p A, B hoacC chu
khong phai 1a dia chi mang con (subnet)hay dia chi host riéng 1¢ .

3.2.3. Cic giao thirc dinh tuyén

O 16p Internet cua bd giao thirc TCP/IP , router st dung mét giao thirc dinh tuyénIP dé
thue hién viéc dinh tuyén .Sau day 1a mot sb giao thirc dinh tuyén IP:

e RIP — giao thuc dinh tuyén noi theo vecto khoang cach

e IGRP- giao thirc dinh tuyén ndi theo vecto khoang cach Cisco.
e OSPF — giao thuc dinh tuyén noi theo trang thai dudng lién két
e EIGRP- giao thirc m¢ rong cua IGRP

e BGP- giao thirc dinh tuyén ngoai theo vecto khoang cach

4. TONG QUAN VE GIAO THUC PINH TUYEN RIP
4.1. Gi6i thiéu giao thuc RIP

RIP (Routing Information Protocol) 1a mot giao thitc dinh tuyén theo vecto khoang cach
dugc sir dung rong rii trén thé gidi .Mic du RIP khong c6 nhimg kha ning va dic diém nhu
nhitng giao thic dinh tuyén khac nhung RIP dua trén nhitng chuin mé va st dung don gian
nén van dugc cac nha quan tri mang ua ding .Do d6 RIP 1a mot giao thirc tot dé ngudi hoc vé
mang bude ddu lam quen, sau ddy 1a cac dic diém chinh cua RIP :
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e La giao thiic dinh tuyén theo vecto khoang cach
e Sir dung sb luong hop dé 1am thong sb chon duong di
e Néu s6 luong hop dé toi dich 16n hon 15 thi géi dit liéu s& bi huy bo
e Cap nhat theo dinh ky mac dinh 1a 30 giay
4.2. Tién trinh caa RIP

RIP duoc phat trién trong nhiéu nim bit dau tir phién ban 1 (RIPv1). RIP chi 1a giao thirc
dinh tuyén theo 16p dia chi cho dén phién ban 2(RIPv2)

RIP trg thanh giao thire dinh tuyén khong theo 16p dia chi. RIPv2 ¢ nhitng uu diém hon
nhu sau:

e Cung cap thém nhiéu thong tin dinh tuyén hon.

e (6 co ché xac minh gifra cac router khi cap nhat dé bao mat cho bang dinh tuyén.

e (C6 hd trg VLSM(variable Length Subnet Masking-Subnet mask ¢ chiéu dai khac
nhau).

RIP tranh dinh tuyén lap vong dém dén vo6 han bang cach gidi han s6 lugng hop t6 da cho
phép tir may gtri dén may nhan, s6 luong hop tbi da cho mdi con duong 1a 15. Dbi vé6i cac con
duong ma router nhin duoc tir thong tin cAp nhat cta router lang giéng, router sé ting chi sd
hop 1én 1 vi router xem ban than nd ciing 13 1 hop trén dudng di. Néu sau khi ting chi s6 hop
1én 1 ma chi s6 nay 16n hon 15 thi router s& xem nhu mang dich khong twong tmg v&i con
duong nay khong dén dugc. Ngoai ra, RIP ciing ¢ nhitng dic tinh twong tu nhu  cic giao thirc
dinh tuyén khac. Vi du nhu : RIP ciing ¢ horizon va thoi gian holddown dé tranh cap nhat
thong tin dinh tuyén khong chinh xAc.

4.3. Sosanh RIPv1 va RIPv2

RIP str dung thuat toan dinh tuyén theo vecto khoang cach. Néu c6 nhiéu dudng dén cung
mot dich thi RIP s€ chon duong co ) hop it nhét. Chinh vi chi dyua vao sb luong hop dé chon
dudng nén doi khi con duong ma RIP chon khong phai 1a dudng nhanh nhat dén dich.

RIPv1 cho phép cac router cip nhét bang dinh tuyén ctia chiing theo chu ky mic dinh 1a
30 gidy. Viéc giri thong tin dinh tuyén cap nhat lién tuc nhu vay giup cho topo mang dugc xay
dung nhanh chéng. Dé tranh bi lap vong vo tan, RIP gidi han sb hop t6i da dé chuyén goi 1a 15
hop. Néu mét mang dich xa hon 15 router thi xem nhu mang dich d6 khong thé toi duoc va géi
dit liéu. d6 sé& bi huy bo . Didu nay 1am gi6i han kha ning mé rong cua RIP , RIPvI sir dung co
ché split horizon dé chdng lap vong. Vi co ché nay khi giri thong tin dinh tuyén ra mot cong
giao tiép , RIPv1 router khong giri nguoc tro lai cac thong tin dinh tuyén ma né hoc dudc tir
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chinh céng dé, RIPv1 con sir dung thoi gian holddown dé chdng lap vong. Khi nhan duge mot
thong bao vé mot mang dich bi su cb, router s& khoi dong thoi gian holddown. Trong sudt
khoang thoi gian holddown router s& khong cap nhat tit ca cac thong tin c6 thong sé dinh tuyén
xau hon vé mang dich do.

RIPv2 dugc phat trién tir RIPv] nén né ciing c6 cac dic tinh nhu trén RIPv2 ciing 1 giao
thire dinh tuyén theo vecto khoang cach str dung s lugng hop 1am thong sé dinh tuyén duy
nhat . RIPv2 ciing sir dung thoi gian holddown va co ché split horizon dé tranh lip vong. Sau
day 1a cac diém khac nhau gitta RIPv1 va RIPv2:

RIPv1 RIPv2

Cauhinhdongian Cauhinhdongian
Dinhtuyéntheolépdiachi Dinhtuyénkhongtheoldpdiachi

Khong gii  théng tin  vé  subnetCoguithongtinvésubnetmasktrongthongtin
masktrongthdngtin dinhtuyén. dinhtuyén.
KhonghdtrgVLSM.Dodétatcacacmang  trongiHbtroVLSM.Cacmangtronghé

hé thdng RIPv1phai c6 cungsubnetmask.  thdngIPv2cothécochidudaisubnetmask
khacnhau.

Khong c6 co ché xac minh théng tin dinhCo co ché xac minh théng tin dinhtuyén.
tuvén.
Gri quang ba theo dia chi255.255.255.255.  |Gtrimulticasttheodiachi224.0.0.9nénhié¢uquah
on.

4.4, Chu hinh RIPV2

Lénh router rip dung dé khai dong RIP. Lénh network khai bao dia chi mang IP tham gia
va tién trinh dinh tuyén. Céng nao cua router co dia chi IP roi vao trong dia chi mang dugc khai
bao & 1énh network thi cong d6 sé tham gia vao qué trinh giri va nhan thong tin dinh tuyén cap
nhat. Mat khéac 1énh network cting khai bdo nhiing dia chi mang ma router s€ thuc hién quang
c4o vé mang do.

Lénh router rip version 2 xac dinh RIPv2 dugc chon lam giao thuc dinh tuyén chay trén
router.

Chung ta c6 thé ciu hinh cho RIP thyc hién cip nhat tirc thoi khi cdu tric mang thay do6i
bang 1énh ip rip triggered. Lénh nay chi 4p dung cho cong serial ctia router. Khi cdu trac mang
thay d6i, router ndo nhan biét dugc sy thay doi dau tién s& cap nhat vao bang dinh tuyén ctia né
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trude, sau d6 no 1ap tirc giri théng tin cip nhat cho cac router khac dé théng bao vé su thay do6i
d6. Hoat dong nay 1a cap nhat tirc thoi va nd xay ra hoan toan ddc 1ap vaoi cap nhat dinh ky.

PC1 Athena_VanCong 11.0.0.0/24
PC2
11.1. [”24 2.2.2.0/24
13.0.0.0/24
e~
File Edit View Options Transfer Script Teels Help

SR IERE Y == = ok RCT=A]
IRt [IR2 [IR3 [IRs | ]

to down

Athena_vanCong{config-if)#

*Mar 1 00:04:13.787: %LINEPROTO-5-UPDOWN: Line protocol on Interface serial0/0, changed state
to up

Aathena_vancong(config-if)#

#*Mar 1 00:05:12.815: XLINEPROTO-5-UPDOWN: Line protocol on Interface serial0d/1, changed state

-~

to up
Athena_vancong{config '|‘F)#r'0uter rip

athena_vanCong(config-router)#network 1.1.1.0
Athena_wvanCong{config-router)#network 10.0.0.0
Athena_vanCong(config-router)#network 12.0.0.0 |
Athena_vanCong{config-router)#f]

Ready Telnet 13, 31 13 Rows, 94 Cols VT100 CAP NUM

e Athena_VanCong(config)# router rip — khoi dong giao thirc dinh tuyén RIP.

e Athena_VanCong(config- router)# version 2 — chay phién ban RIPv2

e Athena_VanCong(config- router)#network network- number -khai bao cac mang
két ndi véi router dé quang ba.

RIP 14 giao thirc broadcast. Do d6, khi muén chay RIP trong mang non-broadcast nhur
Frame Relay thi ta can phai khai bao cac router RIP lang giéng bang 1énh sau:

Router(config- router) # neighbor ip address

Phan mén Cisco IOS mic nhién nhan goéi thong tin ctia ca RIP phién ban 1 va 2 nhung
chi gui di goi thong tin bang RIP phién ban 1. Nha quan tri mang c6 thé cau hinh cho router chi
giri va nhan g6i phién ban 1 hoic 1a chi giri goi phién ban 2...bang cac 1énh sau:

e Router(config- router) # version {1/2}

e Router(config- if) # ip rip send version 1

e Router(config- if) # ip rip send version 2

e Router(config- if) # ip rip send version 1 2
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e Router(config- if) # ip rip receive version 1
e Router(config- if) # ip rip receive version 2
e Router(config- if) # ip rip receive version 1 2

Mic dinh router hoc thong tin vé duong dén mang dich bang 3 cach sau:

Puong cd dinh — 12 dudng do ngudi quan tri mang cau hinh bang tay cho router trong d6
chi dinh rd router ké tiép dé t6i mang dich. Dudng cb dinh c6 kha ning bao mat cao vi khong
c6 hoat dong gtri thong tin cap nhat nhu dudng dinh tuyén dong. Puong cb dinh rat hitu dung
khi chi c6 mot dudng duy nhat dén dich khong con dudng nao khac phai chon lua.

Puong mic dinh ciing do ngudi quan trj mang cdu hinh bang tay cho router. Trong d6
khai bao duong mic dinh dé sir dung khi router khong biét duong dén dich. Véi duong mic
dinh dinh tuyén router s€ dugc ngén gon hon. Khi géi dir liéu c6 dia chi mang dich ma router s¢€
gtri nd ra duong mac dinh.

DPuong dinh tuyén dong 1 nhitng dudng do router hoc duge tir cac router khac nhd giao
thire dinh tuyén dong.

R2

10.0.0.0/ 24 .2@ -2
PC1 Athena_VanCong s0/0 s0/1 11.0.0.0/24
1.1.1.0/24 64K R4

- 4
_ .254 sl],fl] 073 - 2 192.168.1.0/ 24
. | 2 Internet
s0 fk fo/o0

uf 1 fo/ 1\
12.0.0.0/ 24 RouterX

su,ru co/1 13uuuf24 fo S ﬁ

Gia st hé thong mang nay st dung giao thirc dinh tuyén dong .Router R4 c6 két ndi ra in-
ternet,két ndi nay 1a dudng mic dinh cua toan bd hé thong mang bén trong Nhitng gbi nao

khong gri dén cac mang bén trong ndi bd ma giri ra ngoai thi mic nhién s& duoc giri 1én dudng
mic dinh ra internet. Dé khai bao duong mac dinh cho router R4 ching ta dung I¢n sau :

R4(config)#ip route 0.0.0.0 0.0.0.0 192.168.1.2

Lénh trén 1a 1énh cau hinh duong c¢b dinh dic biét dai dién cho bat ki mang dich nao véi
bat ki subnetmask nao .Xin nhan manh mot lan nita , 1énh trén duoc st dung dé khai bao duong
mic dinh cho router nao c6 két ndi duong mac dinh vao no6. Cac router con lai trong hé thé)ng,
ta dung Iénh ip default-network dé khai bao mang mac dinh nay cho cac router:

Router(config)#ip default-network 192.168.1.0
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Cac router R1, R2, R3, R5 s¢& str dung mang 192.168.1.0 lam mang dich mac dinh .Nhiing
g6i dit liéu nao c6 dia chi dich ma cac router ndo khong tim thay trén bang dinh tuyén cua
chung thi ching s& giri v& mang mic dinh 192.168.1.0.Két qua 1a cac goi dir liéu nay duoc
chuyén té1 router R4. Trén router R4 , véi khai bdo mdc dinh la iproute 0.0.0.0 0.0.0.0
192.168.1.2, cac goi dir liéu s& duoc truyén ra dudng két ndi v6i Internet.

45, Kiém tra cAu hinh RIP

C6 nhiéu 1énh c6 thé sir dung dé kiém tra cAu hinh RIP c6 dung hay khéng. Trong d6 hai
1énh thuong dudc st dung nhiéu nhat 13 show ip route va show ip protocols.

Lénh show ip protocols s& hién thi cac giao thirc dinh tuyén IP dang dugc chay trén rou-
ter. 1énh nay cho thiy router dugc cdu hinh v6i RIP khong nhan duoc bét ky thong tin cip nhat
nao tir mot router lang giéng trong 180 gidy hodc hon thi nhiing con dudng hoc duge tir router
lang giéng d6 s& dugc xem 1a khong con gia tri. Néu van khong nhan thong tin cap nhat gi ca
thi sau 240 gidy, cic con dudng nay s& bi xo4 khoi bang dinh tuyén . Trong hinh router Athe-
na_VanCong nhan dugc cip nhit méi nhittlr router 2 cach ddy 8 gidy. thoi gian holddown 180
gidy. Khi c6 mot con dudng duoc théng bao 13 da bi ngit con dudng d6 séduoc dit vao trang
thai holddown trong 180 gidy.

File Edit Wiew Options Transfer Script Toeols Help
R N EaR NN W= Ne= W N oK MR AR=AN

[1Rr1 [Irz [Irz [IRa [Irs | 3¢

aAathena_wvanCong#show 1p protocols -
routing Protocol is "rip"”
outgoing update filter Tist for all interfaces is not set
Incoming update filter Tist for all interfaces is not set
sending updates every 30 seconds, next due in 11 seconds
Irnwvali after 180 seconds, hold down 180, flushed after 240
redistributing: rip
pefault wversion control: send wversion 2, receive version 2
Interface send Recv Triggered RIP Key-chain
Fastethernet0/0 2
serialo/ /o 2 2

serialo/1 2
automatic network summarization is in effect
Maximum path: 4
routing for Networks:

Routing Information Sources:
Gateway Distance Last Update
10.0.0.2 120 00:00:08

-0.0.3 120
pistance: (default +His 120)

Ready Telnet 24, 16 24 Rows, 94 Cols VT100  CAP MNUM

Lénh show ip router dugc st dung dé kiém tra xem nhitng duong di ma router hoc dugc
tir cac router RIP lang giéng co duogc cai dit vao bang dinh tuyén khong trén. Trén két qua hién
thi bang dinh tuyén, chlng ta kiém tra cac duong co6 danh dau bang chit “R” & dau dong la
nhirmg dudng ma router hoc duoc tir cac router RIP lang giéng. Chiing ta ciing nén nhé rang cac
router luén c6 mot khoang thoi gian dé hdi tu voi nhau, do dé céc thong tin mdi co thé chua
dugc hién thi ngay trén bang dinh tuyén dugc. Ngoai ra con c6 mot sd 1énh khac ma ching ta
c6 thé sir dung dé kiém tracdu hinh RIP :
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e Show interface interface.
e Show ip interface interface.
e Show running —config

File Edit View Options Transfer Script Tools Help
BBRER ann BB Rzt e =l
[1Rt [1R2 [IR3 [IRr4 [IRS | £

Athena_wvanCong#

athena_vanCong#show ip route

Codes: € - connected, 5 - static, R - RIF, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - O5PF, IA - O5PF inter area
N1 - OSPF N55A external type 1, N2 - OSPF N55A external type 2
El - 0SPF external type 1, E2 - OSPF external type 2
i - I5-I5, su - IS-I5 summary, L1 - I5-IS Jlevel-1, L2 - IS-IS level-2
ia - I5-I5 inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

1.0.0. 0/24 15 subnetted, 1 subnets

C 1.1.1.0 is directly connected Fastethernetd,/0
R 2.0.0. 0/8 [120/2] V'Ia 12.0.0.3, 00 00:19, serial0/1
[120/2] wia 10.0.0.2, 00:00:16, Seriald/0

10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected seriald/0
R 11.0.0.0/8 [120/1] via 10.0.0.2, 00 00:16, Seriald/0

12.0.0. 0/24 is subnetted, 1 subnets
C 12.0.0.0 is directly connected serialo/1
R 13.0.0. 0/8 [120/1] via 12.0.0.32, 00:00:19, serialo/1 T
athena_vanCong#ll s
Ready Telnet 24, 16 24 Rows, 94 Cols VT100 CAP  NUM

4.6. Xirly su cb vé hoat dong cap nhit cia RIP

Hau hét cac 18i cAu hinh RIP déu do khai bdo cau 1énh network sai, subnet khong lién tuc
hodc 1a do split horizon. Lénh c6 tac dung nhét trong viéc tim 16i cua RIP trong hoat dong cap
nhat 1a 1énh debug ip rip

Lénh debug ip rip s& hién thi tit ca cac thong tin dinh tuyén ma RIP giri va nhan. Vi du
hinh dudi cho thay két qua hién thi cua 1énh debug ip rip. Sau khi nhan duoc thong tin cip nhat
, router s& xtr 1y thong tin d6 r6i sau d6 giri thong tin méi vira cap nhat ra cac cong.
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File Edit View Options Transfer Script Tools Help
BAERAR L hR BB TEL e o
[IRt [Ir2 [IrRz [1Rr4 [IRs | 3¢
Athena_vanCong#deb -

Athena_vancong#debug ip rip

RIP protocol debugging is on

Athena_vanCong#

*Mar 1 02:00:31.795: RIP: sending v2 update to 224.0.0.9 via Serialo/0 (10.0.0.1)
*Mar 1 02:00:31.795: RIP: build update entries

*Mar 1 02:00:31.795: 1.0.0.0/8 wia 0.0.0.0, metric 1, tag O
*Mar 1 02:00:31.799: 12.0.0.0/8 via 0.0.0.0, metric 1, tag O
*Mar 1 02:00:31.799: 13.0.0.0/8 via 0.0.0.0, metric 2, tag 0
Athena_vanCong#

*Mar 1 02:00:38.079: RIP: sending v2 update to 224.0.0.9 via serialo/1 (12.0.0.1)

*Mar 1 02:00:38.079: RIP: build update entries

*Mar 1 02:00:28.079: 1.0.0.0/8 wia 0.0.0.0, metric 1, tag O

*Mar 1 02:00:38.083: 10.0.0.0/8 via 0.0.0.0, metric 1, tag O

*Mar 1 02:00:28.083: 11.0.0.0/8 via 0.0.0.0, metric 2, tag 0

*Mar 1 02:00:38.171: RIP: sending v2 update to 224.0.0.9 via Fastethernet0/0 (1.1.1.254)
*Mar 1 02:00:38.171: RIP: build update entries

*Mar 1 02:00:38.171: 2.0.0.0/8 wvia 0.0.0.0, metric 3, tag O

*Mar 1 02:00:38.171: 10.0.0.0/8 via 0.0.0.0, metric 1, tag 0

*Mar 1 02:00:3B8.175: 11.0.0.0/8 wia 0.0.0.0, metric 2, tag O

Athena_vanCong#

*Mar 1 02:00:328.175: 12.0.0.0/8 via 0.0.0.0, metric 1, tag 0 =
Ready Telnet 22, 16 22 Rows, 9 Cols VT100 CAP | NUM

[

C6 rat nhiéu diém quan trong ma ching ta can chi y trong két qua hién thi cta 1énh de-
bug ip rip. Mot s6 van dé phai vi du nhu subnet khong lién tuc hay tring subnet, c6 thé phat
hién duoc nho 1énh nay. Trong nhitng trudng hop nhu vay chlng ta sé thdy 1a cing mot mang
dich nhung router giri thong tin di thi mang dich d6 lai co thong sb dinh tuyén thap hon so voi
khi router nhan vao trudc do.

e Ngoai ra con mot s6 1énh c6 thé sir dung dé xur 1y su c¢d cta RIP:
e Show ip database.
e Show ip protocols( summary).
e Show ip route.
e Debug ip rip{ events}.
e Show ip interface brief.
4.7. Ngin khong cho router giri thong tin dinh tuyén ra mét cong giao tiép

Router c6 thé thyc hién chon loc thong tin dinh tuyén khi cap nhat hozc khi gui thong tin
cap nhat. Bdi voi router str dung giao thirc dinh tuyén theo vecto khoang cach, co ché nay co
tac dung vi router dinh tuyén dua trén cac thong tin dinh tuyén nhén duoc tir cac router lang
giéng. Tuy nhién, d6i véi cac router sir dung giao thic dinh tuyén theo trang thai dudng lién két
thi co ché trén khong hiéu qua vi cac giao thirc dinh tuyén nay quyét dinh chon dudng di dua
trén co sé dir liéu vé trang thai cac duong lién két chir khong dya vao thong tin dinh tuyén
nhan duge. Chinh vi vy ma cach thuc hién dé ngin khong cho router giri thong tin dinh tuyén
ra mot cong giao tiép duoc dé cap dudi ddy chi sir dung cho cac giao thuc dinh tuyén theo
vecto khoang cach nhu RIP, IGRP thoi.



/ \ Trung Tam Dao Tao Quan Tri Mang & An Ninh Mang Quéc Té ATHENA
A ATH E NA + 92 Nguyén Binh Chiéu, P. PaKao, Q.1_Tel: (08) 2210 3801 - 0943 23 00 99

- + 2Bis Dinh Tién Hoang, P. Da Kao, Q.1_Tel: (08) 38 244 041 - 0943 20 00 88
TRENG TAM 40 140 Quks Th s & v s e €. Website: www.athena.eduvn _ Email: training@athenavn.com

Ching ta c6 thé sir dung 1énh passive interface dé ngin khong cho router guri théng tin
cap nhat vé dinh tuyén ra mot cong ndo d6. Lam nhu vay thi ching ta s& ngin duoc hé thong
mang khac hoc duoc cac thong tin dinh tuyén trong hé thong ctia minh.

R2

PC Athena_VanCong
1.1.1.0/24
.2

File Edit View Options Transfer Script Tools Help

HBADR) o R BEg =R e

[IRt [IRz [IR3 |Ire |IRs | [5¢]
Routerx(config-router )#pa

d | routerx(config-router)#passive-interface f0O

ql*Mar 1 00:03:19.887: 2CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on FastEthernetO (not
] half duplex), with rR4.1ab.local Fastethernet0/1 (half duplex).

routerx(config-router)#passive-interface f0O ™
routerx(confi g—router)#ﬁ

A | Ready Telnet 6, 24 6 Rows, 94 Cols VT100 CAP | NUM

e

Router(config- router)#passive- interface Fa0/0.
4.8. Loadbalancing RIPv2

Router c6 thé chia tai ra nhiéu dudng khi c6 nhiéu duong tét dén ciing mot dich. Chung ta
c6 thé cau hinh bang tay cho router chia tai ra cac duong hoic 1a cac giao thirc dinh tuyén dong
c6 thé ty tinh toan dé chia tai.

RIP c6 kha ning chia tai ra t6i da 13 sau dudng co chi phi bang nhau, con mic dinh thi
RIP chi chia ra 1am 4 duong. RIP thyuc hién chia tai bang cach sir dung lan lugt va ludn phién
tung duong.

File Edit View Options Transfer Script Tools Help
HBNAR anEZEg =gt e &)

IRt [Ir2 [IR3 [IRr4 [IRs | x|

Athena_vanCong#show ip route 2.2.2.0
RoOUTinNg entry for 2.0.0.0/8
Known via "rip", distance 120, metric 2
rRedistributing via ri
Last update from 12.0.0.3 on serial0/1, 00:00:09 ago
Routing Descriptor Blocks:
% 12.0.0.3, from 12.0.0.3, 00:00:09 ago, wia Serial0/1
Route metric is 2, traffic share count is 1
10.0.0.2, from 10.0.0.2, 00:00:24 ago, wvia Serial0d/o
Route metric is 2, traffic share count is 1

»

Athena_vanCong#J] L4

Ready Telnet 12, 16 12 Rows, 94 Cols VT100 CAP NUM
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Vi du vé két qua hién thi ctia 1énh show ip route. Trong d6, chiing ta thay c6 hai phan,
mdi phan mo ta vé mot duong. Trong phan mo ta vé duong thir hai co dau(*) & dau dong. Dau
(*) nay cho biét con dudng nay 1a con duong ké tiép s& dugc st dung.

4.9. Chia tai cho nhiéu dwong

Router c6 kha ning chia tai ra nhiéu duong dé chuyén cac goi dir liéu dén cing muc dich.
Chung ta c6 thé cau hinh bang tay cho router thyc hién chia tai hodc 14 cac giao thic dinh tuyén
dong nhu RIP ,IGRP,EIGRP va OSPF s€ tu dong tinh toan.Khi router nhan dugc thong tin cap
nhat vé nhiéu dudng khac nhau dén cting mot dich thi router s& chon duong nao co chi sd tin
cay(Admintrative distance) nho nhat dé dat vao bang dinh tuyén. Trong truong hop cic dudng
nay c6 cung chi sd tin cdy thi router s& chon dudng nao cé chi phi thip nhit hoic 1a duong nao
c6 théng s6 dinh tuyén nho nhat. Mdi giao thirc dinh tuyén s& ¢ cach tinh chi phikhac nhau va
chling ta can phai cdu hinh cac chi phi nay dé router thuc hién chia tai.

Khi router ¢ nhiéu dudng co cung chi sd tin cdy va cung chi phi dén cung mot dich thi
router s& thuc hién viéc chia tai. Thong thudng thi router ¢6 kha ning chia tai dén 6 dirong co
cung chi phi( gidi han t6i da sb duong chia tai 1a phu thudc vao bang dinh tuyén cua Cisco
10S), tuy nhién mot s6 giao thic dinh tuyén ndi (IGP)cé thé co gidi han riéng. Vi du nhu
EIGRP chi cho phép t6i da la 4 duong.

Mic dinh thi hau hét cac giao thirc dinh tuyén IP déu chia tai ra 4 dudng. Pudng cb dinh
thi chia tai ra 6 duong. Chi rieng BGP 1a ngoai 1¢, mac dinh ctia BGP 1a chi cho phép dinh
tuyén 1 duong dén 1 dich.

Router E Router A

Router D

S6 duong tdi da ma router c6 thé chia tai 1a tir 1 dén 6 duong. Dé thay doi s6 duong tdi
da cho phép chung ta sir dung Iénh sau:

e Router(config- router) #maximum-paths[number]

Khi dinh tuyén IP, Cisco IOS c6 hai co ché chia tai 1a: chia tai theo goi dit liéu va chia tai
theo dia chi dich. Néu router chuyén mach theo tién trinh thi router s& chia g61 dit liéu ra céc
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duong. Con néu router chuyén mach nhanh thi router s& chuyén tat ca géi dir liéu dén cing mot
mang dich thi sé tai ra duong ké tiép. Cach nay goi 1a chia tai theo dia chi dich.

Administrative Distance Route Source Default Distance

Connected interface L]
Satic rowbs 1
Enhanced I ERP summary rowubs 5
External BGP Z0
Internal Enhanced GRP a0
ISRP | 100
OsSPFE 110
1515 | 118
RIF 120
ENGRF aextermal rowthe | 170
Intermal BGP 200
Uimknaoeom 255

Puong cb dinh 13 dudng do ngudi quan tri cu hinh cho router chuyén goi toi mang dich
theo duong ma minh mudn. Mit khac, 1énh dé ciu hinh duong ¢d dinh cling dugc st dung dé
khai bao cho duong mic dinh. Trong truong hop routerkhdéng tim thay duong nio trén bang
dinh tuyén dé chuyén goi dén mang dich thi router s& sir dung dudng mic dinh.

Giao thirc dinh tuyén c6 sé6 AD nhé hon 1én ludn ludn duoc router chon lya trude. Khi
duong dinh tuyén dong bi su cd khong sir dung duogc nita thi router s& st dung t6i dudngdinh
tuyén cd dinh dé chuyén goi dén mang dich.

5. TONG QUAN VE GIAO THUC PINH TUYEN OSPF
5.1. Gi6i thiéu vé giao thirc OSPF

OSPF 1a giao thitc dinh tuyén theo trang thai dudng lién dugc trién khai dya trén cac
chuan mé. OSPF dyoc md ta trong nhiéu chuan cta IETF (Internet Engineering Task Force).
Chuan mé& ¢ day c6 nghia 1a OSPF hoan toan mo d6i voi cong cong, khong cé tinh doc quyén.

Link state changes invisible outside area

Large OSPF networks are hierarchical and divided into multiple
areas.
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Néu so sanh v6i RIPv1 va v2 thi OSPF 1a mét giao thic dinh tuyén ndi vi IGP tét hon vi
kha nang mo rong ctia nd. RIP chi gioi han trong 15 hop, hoi tu chdm va doi khi chon duong
c6 tbe d6 chdm vi khi quyét dinh chon dudng nd khoéng quan tim dén cac yéu té quan trong
khac nhu bang thong chéng han. OSPF khic phuc dugc cac nhuoc diém cta RIP va n6 1a mét
giao thuc dinh tuyén manh, c6 kha ning md rong, phu hop véi cac hé théng mang hién dai.
OSPF c¢6 thé dugc cdu hinh don ving dé st dung cho cic mang nho.

Mang OSPF 16n can sir dung thiét ké phan cap va chia thanh nhiéu ving. Cac ving nay
déu duoc két ndi vao cung phan phdi la ving 0 hay con goi 1a ving xwong sdng (backbone).
Kiéu thiét ké nay cho phép kiém soat hoat dong cap nhat dinh tuyén. Viéc phan ving nhu vay
lam gidm tai cia hoat dong dinh tuyén, tang tbc do hoi tu, gidi han su thay ddi cua hé théng
mang vao timg ving va ting hiéu suat hoat dong

Sau déy 1a cac dic diém chinh ciia OSPF:

e La giao thuc dinh tuyén theo trang thai duong lién két.
e Duogc dinh nghia trong RFC 2328.
e St dung thuat toan SPF dé tinh toan chon duong di tdt nhat.
e Chi cap nhat khi cu triic mang c6 su thay doi.
5.2. Co ché hoat dong ciia OSPF

OSPF thyc hién thu thip thong tin vé trang thai cac duong lién két tir cac router lang
giéng. Mdi router OSPF quang céo trang thai cac dudng lién két ctia nd va chuyén tiép cac
thong tin ma n6 nhan duoc cho tat ca cac lang giéng khéc.

Router xur Iy cac thong tin nhan duoc dé xay dung mdt co s¢ dir li€u vé trang thai cac
duong lién két trong mot ving. Moi router trong cting mdt viing OSPF s& ¢6 cling mdt co so dit
lidu nay. Do d6 moi router s& c6 thong tin gidng nhau vé trang thai ctia cac duong lién két va
lang giéng cuia cac router khac.Mdi router ap dung thuat toan SPF va co s¢ dir lidu ciia no dé
tinh toan chon duong tot nhat dén timg mang dich. Thuat toan SPF tinh toan chi phi dya trén
bing thong cia duong truyén. Puong ndo cé chi phi nho nhét s& duoc chon dé dua vao bang
dinh tuyén.

MBJi router gitt mot danh sach cac lang giéng than mat, danh sach nay goi 1a co s& dit liéu
cac lang giéng than mat. Cac lang giéng duoc goi 14 than mat 1a nhitng lang giéng ma router c6
thiét 1ap mdi quan hé hai chiéu. Mot router c6 thé ¢ nhiéu lang giéng nhung khong phai lang
giéng ndo ciing ¢4 mdi quan hé than mat. Do d6 chlng ta can luu ¥ mdi quan hé lang giéng
khac v6i mbi quan hé lang giéng than mat, hay goi tit 1a méi quan hé than mat. Péi voi moi
router danh sach lang giéng than mat s& khac nhau.



+ 2Bis Pinh Tién Hoang, P. Da Kao, Q.1_Tel: (08) 38 244 041 - 0943 20 00 88
TRING TAM 040 740 QUAN TR s & v s s cic 1€ Website: www.athena.eduvn _ Email: training@athenavn.com

/ \ Trung Tam Pao Tao Quan Tri Mang & An Ninh Mang Quéc TE ATHENA
A AT H E NA + 92 Nguy&n Binh Chiéu, P. PaKao, Q.1_Tel: (08) 2210 3801 - 0943 23 00 99

Pé giam b6t s6 lugng trao ddi thong tin dinh tuyén véi nhidu router lang giéng trong
cung mdt mang, cac router OSPF bau ra mot router dai dién goi la Designated router (DR) va
mot router dai dién du phong goi 12 Backup Designated (BDR) lam diém tép trung cac thong
tin dinh tuyén.

5.3. Céau hinh tién trinh dinh tuyén OSPF

Dinh tuyén OSPF sir dung khai niém vé ving. Mdi router xay dung mot co s& dir liéu day
du vé trang thai cac dudng lién két trong mot ving. Mot ving trong mang OSPF dugc cap sb tir
0 dén 65.535. Néu OSPF don vung thi d6 1a ving 0. Trong mang OSPF da ving, tat ca cic
ving déu phai két ndi vao ving 0. Do d6 ving 0 duoc goi 1 viing xuong séng.

Trudce tién, ching ta can khoi dong tién trinh dinh tuyén OSPF trén router, khai bao dia
chi mang va chi sb vung. Dia chi mang dugc khai bao kém theo wildcard mask chir khong phai
1a subnet mask. Chi s6 danh dinh (ID) cia ving dugc viét dudi dang s hodc dudi dang s thap
phan co d4u chidm tuong tu nhu IP.

Pé khoi dong dinh tuyén OSPF chling ta dung 1énh sau trong ché d6 c4u hinh toan cuc:
e Router (config)#router ospf process-id

Process-id 1a chi s6 xac dinh tién trinh ding tuyén OSPF trén router. Ching ta c6 thé khoi
d6ng nhiéu tién trinh OSPF trén ciing mot router. Chi s nay c6 thé 1a bat ky gi tri nao trong
khoang tir 1 dén 65.535. Pa s6 cac nha quan tri mang thudng gitr chi s6 process-id nay gidng
nhau trong ciing mot hé tw quan, nhung diéu nay 13 khong bat budc. Rat hiém khi nao ching ta
can chay nhiéu hon mét tién trinh OSPF trén mdt router. Chung ta khai bao dia chi mang cho
OSPF nhu sau:

e Router(config-router)#network address wildcard-mask area area-id

| E=REER)
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Wl 1Rt [1r2 [Irs [IRs [Irs | 5]
Meighbor Down: Interface down or detached -

Athena_vanCong(config)l#router ospf 1

Athena_vancong{config-router)#net 12.0.0.1 0.0.0.255 area 0

Athena_VanCong(config-router )#net 10.0.0.1 0.0.0.255 area 0

Athena_vanCong(config-router)#net 1.1.1.254 0.0.0.255 area 0

*Mar 1 04:15:05.986: %OSPF-5-ADICHG: Process 1, Nbr 13.0.0.3 on Serialdy/1 from LOADING to FUL
L, Loading Done

Athena_vanCong(config-router)#net 1.1.1.254 0.0.0.255 area 0

Athena_vanCong{config-router)#

*Mar 1 04:15:08.794: %OSPF-5-ADICHG: Process 1, Nbr 11.0.0.2 on seriald/0 from LOADING tTo FUL
L, Loading Done

Athena_vancCong(config-router)#[i -

Ready Telnet 12, 31 12 Rows, 94 Cols WT100 CAP  MUM
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Mbi mang dugc quy udc thude vé mot vung. Adress co thé 1a dia chi cua toan mang, hoac
la mét subnet hoac 1a dia chi cua mot céng giao tiép. Wildcard-mask s& xac dinh chudi dia chi
host ndm trong mang ma ching ta can khai bao.

5.4. Cau hinh dia chi loopback cho OSPF va quyén wu tién cho router

Khi tién trinh OSPF bit dau hoat dong, Cisco 10S st dung dia chi IP 16n nhét dang hoat
dong trén router lam router ID. Néu khong c6 cong nao dang hoat dong thi tién trinh OSPF
khong thé bat dau duogc. Khi router di chon dia chi IP ciia mot céng lam router ID va sau do
céng nay bi su cd thi tién trinh s& bi mat router ID. Khi d6 tién trinh OSPF s¢& bii ngung hoat
dong cho dén khi cong d6 hoat dong trd lai.

Pé dam bao cho OSPF hoat dong 6n dinh ching ta can phai c6 mdt céng luén luén ton
tai cho tién trinh OSPF. Chinh vi vy can cdu hinh mot cong loopback 1a mot cong ludn 1y chu
khong phai cong vat 1y. Néu c6 mot cong loopback duge cau hinh thi OSPF s& st dung dia chi
ctia cong loopback 1am router ID ma khéng quan tim dén gia tri cua dia chi nay.

Néu trén router c6 nhiéu hon mot céng loopback thi OSPF s& chon dia chi IP 16n nhét
trong cac dia chi IP cua cac cong loopback lam router ID.Dé tao cong loopback va dit dia chi
IP cho n6 chung ta str dung cac 1énh sau:

e Router (config)#interface loopback number
e Router (config-if)#ip address ip-address subnet-mask

Ching ta nén sir dung cong loopback cho moi router chay OSPF. Cong loopback nay nén
duoc cAu hinh véi dia chi c6 subnet mask 1a 255.255.255.255. Dia chi 32-bit subnet mask nhu
vay goi 1a host mask vi subnet mask nay xac dinh mét dia chi mang chi c6 mét host. Khi OSPF
phat quang cao vé mang loopback, OSPF s& ludn luén quang cdo loopback nhu 13 mot host voi
32-bit mask.
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Athena_vanCong# ~
*Mar 1 04:32:01.062: %5Y5-5-CONFIG_I: Configured from console by console

Athena_vanCong#conf €

Enter configuration commands, one per line. End with CNTL/Z.

Athena_vanCong(config)#int

athena_vanCong(config)#interface lo

Athena_vanCong(config)#interface loopback 1

Athena_vanCong(config-if)#ip a

*Mar 1 04:32:13.346: %LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackl, changed state
to u

Atheng_VaHCGHg(config—if}#ip add 9.9.9.9 255.255.255.255

Athena_vanCong{config-if)#} -

Ready Telnet 12, 27 12 Rows, 94 Cols | VT100  CAP NUM

Trong mang quang ba da truy cap c6 thé c6 nhiéu hon hai router. Do d6, OSPF bau ra
mot router dai dién (DR — Designated Router) lam diém tap trung tit ca cac thong tin quang
c40 va cap nhat vé trang thai ctia cac duong lién két. Vi vai trd ciia DR rit quan trong nén mot
router dai dién du phong (BDR — Backup Designated Router) ciing dugc bau ra dé thay thé khi
DR bi su co.

Déi v6i cong két ndi vao mang quang b4, gia tri wu tién mic dinh ctia OSPF trén cong do
1a 1. Khi gia tri OSPF uu tién cta cac router déu bang nhau thi OSPF sé& bau DR dua trén router
ID. Router ID nao 16n nhat s& duge chon.

Chung ta c6 thé quyét dinh két qua bau chon DR bang cach dat gia tri uu tién cho cong
cua router két ndi vao mang d6. Cong cta router ndo co gid tri wu tién cao nhat thi router d6
chéc chan 1a DR.

Gia tri wu tién c6 thé dat bat ky gia tri ndo nam trong khoang tir 0 dén 255. Gi4 tri 0 s&
lam cho router d6 khong bao gio dugc bau chon. Router nao c6 gia tri uu ti€én OSPF cao nhat s&
duoc chon lam DR. Router ndao c6 vi tri vu tién tht 2 s& la BDR. Sau khi bau chon xong, DR va
BDR s¢€ gilt luon vai tro cua né cho du chiing ta c6 dat thém router mdi vao mang véi gia tri uu
tién OSPF cao hon.

Dé thay ddi gia tri vu tién OSPE, ching ta dung 1énh ip ospf priority trén cong nao cin
thay d6i. Chlng ta dung 1énh showip ospf interface c6 thé xem duogc gia tri uu tién ciia cong va
nhiéu thong tin quan trong khac.

o Router(config-if)#ip ospf priority number
e Router#show ip ospf interfacetype number
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Athena_wvancong(config-it)#int 0,0
Athena_vanCong({config-if)#ip o
Athena_vanCong(config-if)#ip ospf pr
Aathena_vancong(config-if)#ip ospf priority 10
Athena_vanCong{config-ifl#az
athena_vanCong#show
#Mar 1 04:35:51.730: %5¥5-5-CONFIG_I: Configured from console by consocle
Athena_vanCong#show ip s
Athena_vanCong#show ip os
Athena_wvanCong#show ip ospf int f0,/0
FaﬁtEthernetO?O is up, line protocol is up
Internet Address 1.1.1.254/24, Area 0
Process ID 1, Router ID 12.0.0.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 10
Designated Router (ID) 12.0.0.1, Interface address 1.1.1.254
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:01
Supports Link-Tlocal Signaling (LLS)
Index 3/3, flood queue length ©
Next 0x0{0)/0x0(0)
Last flood scan Tength is 0, maximum is O
Last flood scan time is O msec, maximum is O msec
Neighbor Count is 0, Adjacent neighbor count is O
suppress hello for 0 neighbor(s) [l
Athena_vanCong#ll =

»

Ready Telnet 27, 16 27 Rows, 94 Cols VT100 CAP NUM

5.5. Thay doi gia tri chi phi va chia tii cia OSPF.

OSPF str dung chi phi 1am thong s6 chon dudng t6t nhat. Gid tri chi phi nay lién quan dén
dudng truyén va dir liéu nhan vao cia mot céng trén router. No1 tom lai, chi phi cua mot két ndi
duoc tinh theo cong thuc 108/bang thong, trong do bang thong dugc tinh theo don vi bit/s.
Ngudi quan tri mang c6 thé cau hinh gia tri chi phi bing nhiéu cach. Cong nio c6 chi phi thap
thi cong d6 s& dugc chon dé chuyén dir liéu. Cisco I0S tr dong tinh chi phi dua trén biang
thong cua cong tuong tmg. Do d6, dé OSPF hoat dong diing ching ta can cau hinh bing thong
dung cho cong clia router.

e Router (config)#interface <interface>
¢ Router(config-if)#bandwidth <bang thong>

Gia tri bang thong mic dinh ciia cong Serial Cisco 1a 1,544Mbps hay 1544kbs.

Medium Cost
56 kbp=s sanal link 1785
T1 {1.544 Mbgps serial link) &4
E1 (2.048 Mbps serial link) 48

"4 Mbps Token Ring 25
Etharmet 10

' 16 Mbps Token Ring &
100 Mbps Fast Ethernet, FDDI 1
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Gia tri chi phi thay ddi s& anh huong dén két qua tinh toan cia OSPF. Trong moi truong
dinh tuyén c6 nhiéu hing khac nhau, chling ta s& phai thay doi gia tri chi phi dé gié tri chi phi
ctia hing nay twong thich véi gia tri chi phi cia hing kia. Mot trudng hop khac ching ta cin
thay ddi gia tri chi phi khi str dung Gigabit Ethernet. Gia tri chi phi mic dinh thip nhat, gia tri
1, 1a twong g véi két ndi 100Mbs. Do d6, khi trong mang vira co 100Mbs va Gigabit Ethernet
thi gi4 tri chi phi mic dinh s& 1am cho viéc dinh tuyén c6 thé khong tdi wu. Gid trj chi phi nim
trong khoang tir 1 dén 65.535. Chlng ta str dung cau 1énh sau trong ché do cdu hinh cong twong
g dé cai dat gia tri chi phi cho cong do:

e Router (config-if)#ip ospf cost number

. =B eS|
File Edit Wiew Options Transfer Script Tools Help

ABRBR BB BIEEL 0

IRt [1R2 [1R3 [IRs [IRs | £l

Athena_vanCong{contig)#

athena_vanCong{config)#

athena_vanCong{config)#int f0,/0

athena_vanCong{config-if)#ip ospf cost 7
<1-65535> Cost

»

athena_vanCong{config-if)#ip ospf cost 1
athena_vanCong{config-if)#}i

Ready Telnet 8 27 8FRows, 9 Colz VT100  CAP NUM

A = s — W

Khi ¢6 nhiéu dudng dé di dén dich véi cung chi phi trong cing mot qua trinh dinh tuyén,
chung ta s& c6 hién tuong can bang tai, va cac dudng nay ciing s& dugc dua vao bang dinh
tuyén. Ta c6 thé chinh sb luong t6i da cac dudng di dén cung mét dich bang 1énh maximum-
paths & mode router. Khoang gia tri ctia n6 1a tir 1 dén 64, mic dinh cho OSPF 1a 16.

5.6. Cau hinh qua trinh xdc minh cho OSPF.

Céc router mic nhién tin riang nhitng thong tin dinh tuyén ma né nhan dugc 1a do dang
router tin ciy phat ra va nhiing théng tin nay khong bi can thiép doc duong di. Dé dam bao diéu
nay, cac router trong mot vung can dugc cau hinh dé thuc hién xac minh véi nhau.

MObi mot cong OSPF trén router can ¢6 mot chia khoa xac minh dé str dung khi giri céc
thong tin OSPF cho cac router khac cuing két ndi véi cong d6. Chia khoa xac minh, hay con goi
la mat ma, dugc chia sé gitra hai router. Chia khoa nay sir dung dé tao ra dit liéu xac minh
(truong Authentication data) dat trong phan header ctia goi OSPF. M4t ma nay c6 thé dai dén 8
ky tu. Chang ta st dung cau Iénh sau dé cAu hinh mat ma xac minh cho mét céng OSPF:

e Router (config-if)#ip ospf authentication-keypassword
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Sau khi cAu hinh mat mi xong, chlng ta can bat ché d6 xac minh cho OSPF:

e Router(config-router)#areaarea-number authentication

-
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Athena_vanCong(config-if)#int 0,0

athena_vanCong(config-if)#ip ospf au

athena_vanCong(config-if)#ip ospf authentication

AtEena_VancongEconF1g 1F§#1p ospF autnentication—t h
athena_vancCong(config-if)#ip ospf authentication-key athena
Athena_vanCong(config-if)# ¢CIear tEXt
athena_vanCong(config-if)# K|
athena_vanCong(config-if)#ll -

»

Ready Telnet &, 27 & Rows, 94 Cols VT100 CAP NUM

Véi co ché xac minh don gidn trén, mat ma dugc gui di dudi dan van ban. Do dé no dé
dang dugc giai ma néu géi OSPF bi nhitng ké tan cong bat duoc.

Chinh vi vay cac thong tin xac minh nén dugc mat ma lai. Pé dam bao an toan hon va
thuc hién mat ma thong tin xac minh, ching ta nén cau hinh mat ma message-digest bang cau
1énh sau trén cong twrong ng cla router:

e Router( config-if)#ip ospf message-digest-key key-id encryption-type md5 key

-
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Athena_vanCong(config-1f)#int f0/0

Athena_vanCong(config-if)#

Athena_vanCong(config-if)#

Athena_vanCong(config-if)#

Athena_vanCong(config-if)#int f0/0

Athena_vanCong(config-if)#ip ospf authentication message-digest
Athena_vanCong(config-if)#ip ospf message-digest-key 255 md5 athena |
Athena_vanCong(config-if)#l

»

1

Ready Telnet & 27 & Rows, 94 Cols VT100  CAP MNUM

[ o

MD5 1a mét thudt toan mat ma thong diép message-digist. Néu ching ta dit tham s6 en-
cryption-type gia tri 0 c6 nghia la khong thu hién mat ma, con gia tri 7 ¢6 nghia la thuc hién
mat mi theo cach doc quyén ciia Cisco. Tham s key-id 1a mot con sé danh dinh c6 gia tri tir 1
dén 255. Tham s6 key 1a phan cho chiing ta khai bao mat ma, c6 thé dai dén 16 ky tu. Cac rou-
ter lang giéng bat budc phai co cung s key-id ca cung gia trj key.
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Sau khi cdu hinh mat md MD5 xong chling ta can bat ché d6 xac minh message-digest
trong OSPF:

e Router (config-router)#area area-id authentication message-digest

R ||:| =] &1
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[IRt [Ir2 [1r3 [1r4 [irs |
Athena_vanCong#conf t ~
Enter configuration commands, one per line. End with CNTL/Z.
athena_vanCong(config)#ro

Athena_vanCong(config)#router ospf 1
Athena_vanCong(config-router)#area 0 au
aAthena_vanCong(config-router)#area 0 authentication me
Athena_vanCong(config-router)#area 0 authentication message-digest
Athena_vanCong(config-router)#

Ready Telnet & 31 & Rows, 94 Cols VT100 CAP NUM

’]

Tt mat ma va ndi dung cta géi dir liéu, thuat toan mat ma MD5 sé& tao ra mot thong diép
gan thém vao goi dir liéu. Router nhan goi dir liéu s& ding mat md ma ban than router cd két
hop véi goi dir liu nhan duoc dé tao ra mot thong diép. Néu két qua hai thong di€p nay giéng
nhau thi c6 nghia 14 1a router dd nhan dugc géi dir lidu tir dung ngudn va ndi dung goi dir lidu
d3 khong bi can thiép. Néu co ché xac minh 1a message-digest thi truong authentication data s&
c6 chira key-id va thong s cho biét chiéu dai ctia phan théng diép gan thém vao géi dir lidu.
Phén thong diép ndy gidng nhu mot con ddu khong thé 1am gia duoc.

5.7.  Céu hinh cac thong s thoi gian cia OSPF

Céac router OSPF bt budc phai ¢ khoang thoi gian hello va khoang thoi gian bat dong
v6i nhau méi ¢6 thé thuc hién trao do6i thong tin v&1 nhau. Mac dinh, khoang thoi gian bat dong
bang bdn 1an khoang thoi gian hello. Piéu nay c6 nghia 1a mot router c6 dén 4 co hoi dé gui goi
hello trudc khi n6 x4c dinh la da chét.

Trong mang OSPF quang b4, khoang thoi gian hello mac dinh 1a 10 giay, khoang thoi
gian bat dong mic dinh 1a 40 gidy. Trong mang khong quang b4, khoang thoi gian hello mic
dinh 14 30 gidy va khoang thoi gian bat dong mic dinh 1a 120 gidy. Cac gid tri mic dinh nay co
anh huong dén hiéu qua hoat dong cua OSPF va d6i khi chling ta can phai thay doi ching.

Nguoi quan tri mang dugce phép lwa chon gia tri cho hai khoang thdi gian nay. Dé ting
hiéu qua hoat dong ctia mang chling ta can wu tién thay doi gia tri ctia hai khoang thoi gian nay.
Tuy nhién, cc gi tri nay phai duoc cdu hinh gidng nhau cho moi router lang giéng két ndi voi
nhau.
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Pé cau hinh khoang thoi gian hello va khoang thoi gian bat dong trén mot céng cua rou-
ter, ching ta str dung cau Iénh sau:

e Router (config-if)#ip ospf hello-interval seconds
e Router (config-if)#ip ospf dead-interval seconds

| .File Edit View Options Transfer Script Tools Help
HARARN nn B mz e

IRt [IR2 [IRr3 [1R4 [IRs | %]
Athena_vanCong(config)#1p ospf hell
Athena_vanCong(config)#int f0/0
athena_vanCong(config-if)#ip os
Athena_vanCong(config-if)#ip ospf he
athena_vanCong(config-if)#ip ospf hello-interval 5
athena_vancong(config-if)#ip ospf dead-interval 20
athena_vanCong(config-if)#j -

Ready Telnet 7, 27 7Rows, 9 Cols VT100 CAP NUM

= — =
- TS

»

5.8.  OSPF thuec hién quing ba dwong mic dinh

Dinh tuyén OSPF dam bao cac con dudng dén tit ca cac mang dich trong hé thong khong
bi lip vong. Pé dén duoc cac mang nam ngoai hé théng thi OSPF cin phai biét vé mang d6
hodc 1a phai c6 duong mac dinh. Tt nhat 1a st dung duong mac dinh vi néu router phai luu lai
ting duong di cho moi mang dich trén thé gidi thi s& ton mot lugng tai nguyén khong 10.

Trén thyc té, chung ta khai bio dudng mic dinh cho router OSPF nao két ndi ra ngoai.
Sau d6 thong tin vé dudng mic dinh ndy duoc phan phdi vao cho cac router khac trong hé tir
quan (AS — autonomous system) thong qua hoat dong cap nhat binh thuong cua OSPF.

Trén router c6 cong két ndi ra ngoai, ching ta cdu hinh mic dinh bang cau 1énh sau:
e Router (config)#ip route 0.0.0.0 0.0.0.0 [interface | next-hop address ]

Mang tam s 0 nhu vay tuong (mg voi bat ky dia chi mang ndo. Sau khi cau hinh duong
mac dinh xong, chlng ta cau hinh cho OSPF chuyén thong tin vé duong mac dinh cho moi rou-
ter khac trong vung OSPF:

e Router (config-router) #default — information originate

Moi router trong hé théng OSPF s& nhan biét dugc 1a c6 dudng mic dinh trén router bién
gidi két nbi ra ngoai.

5.9. Nhiing 15i thuwong gip trong cau hinh OSPF
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OSPF router phai thiét 1ap mdi quan hé lang giéng hodc than mat vi OSPF router khac

dé trao doi thong tin dinh tuyén. Mdi quan hé nay khong thiét 1ap dugc c6 thé do nhitng nguyén
nhén sau:

e (Ca hai bén lang giéng v6i nhau déu khong gtri Hello.

e Khoang thoi gian Hello va khoang thoi gian bat dong khong giong nhau gitta cac
router lang giéng.

e Loai cong giao tiép khac nhau giita cac router lang giéng.

Mat ma xac minh va chia khoa khac nhau giira cic router lang giéng.

Trong cdu hinh dinh tuyén OSPF viéc dam bao tinh chinh x4c ciia cac thong tin sau ciing

vO cung quan trong:

5.10.

e Tt ca cac cong giao tiép phai co dia chi va subnet mask chinh xac.

e Cau lénh network area phai c6 wildcard mask chinh xéc.

e Cau lénh network area phai khai béo diing area ma network d6 thudc vé.
Kiém tra ciu hinh OSPF

Dé kiém tra cdu hinh OSPF chlng ta c6 thé dung cac 1énh show dugc liét ké cac 1énh

show hiru dung cho ching ta khi tim su ¢4 ciia OSPF nhu sau:

Show ip protocol - Hién thi cac thong tin vé thong sé thoi gian, thong sé dinhtuyén,
mang dinh tuyén va nhiéu thong tin khic cua tat cacac giao thirc dinh tuyén dang hoat
dong trén router.

Show ip ospf interface - Lénh nay cho biét cong cua router di dugc cdu hinh dungvéi
ving ma no thudc vé hay khong. Néu cong loopback khong duge ciu hinh thi ghi dia chi
IP cta cong vat 1y ndo c6 gia tri 16n nhat s& duoc chon lam router ID. Lénh niy ciing
hién thi cac thong s6 clia khoang thoi gian hello va khoang thoi gian bat dong trén cong
d6, ddng thoi cho biét cac router lang giéng than mat két ndi vao cong.

Show ip ospf - Lénh nay cho biét sé 1an da st dung thuat toan SPF, dongthoi cho biét
khoang thoi gian cap nhat khi mang khong c6 githay doi.

Show ip ospfneighbor detail - Liét ké chi tiét cac lang giéng, gia tri vu tién cua ching
vatrang thai cua chung.

Show ip ospfdatabase - Hién thi ni dung cta co s dir liéu vé ciu tric hé théngmang
trén router, déng thoi cho biét router ID, ID cua tién trinh OSPF.

Céc 1énh clear va debug dung dé kiém tra hoat dong OSPF.

e Cleariproute * - Xo4 toan bd bang dinh tuyén.
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e Clear ip route a.b.c.d - Xo4 dudng a.b.c.d trong bang dinh tuyén.
e Debug ip ospf events- Bao cao moi sy ki¢n cua OSPF.
e Debug ip ospf adj - Bao cdo moi su kién vé hoat dong quan hé than matcua OSPF.

6. TONG QUAN VE GIAO THUC EIGRP
6.1. Gi6i thiéu

Enhanced Interior Gateway Routing Protocol (EIGRP) 13 mét giao thirc dinh tuyén doc
quyén ciia Cisco dugc phat trién tir Interior Gateway Routing Protocol (IGRP). Khong gidng
nhu IGRP 1a mét giao thuc dinh tuyén theo 16p dia chi, EIGRP c6 hd trg dinh tuyén lién mién
khong theo 16p dia chi (CIDR — Classless Interdomain Routing) va cho phép ngudi thiét ké
mang t0i vu khong gian sir dung dia chi bang VLSM. So v6i IGRP, EIGRP ¢6 thoi gian hdi tu
nhanh hon, kha ning mé rong t6t hon va kha ning chdng 1ip vong cao hon.

Hon nita, EIGRP con thay thé duoc cho giao thirc Novell Routing Information Protocol
(Novell RIP) va Apple Talk Routing Table Maintenance Protocol (RTMP) dé phuc vu
hi€éu qua cho ca hai mang IPX va Apple Talk.

EIGRP thudng dugc xem 1a giao thic lai vi nd két hop cac vu diém cuia ca giao thic dinh
tuyén theo vecto khoang cach va giao thirc dinh tuyén theo trang thai dudng lién két.

EIGRP la mét giao thire dinh tuyén nang cao hon dua trén cac dac diém ca giao thuc dinh
tuyén theo trang thai dudng lién két. Nhitng wu diém tSt nhat cia OSPF nhu thong tin cip nhat
mot phan, phat hién router lang giéng...dwoc dua vao EIGRP. Tuy nhién, cdu hinh EIGRP dé
hon c4u hinh OSPF.

EIGRP 1a mdt Iya chon 1y tudng cho cac mang lon, da giao thuc dugc xay dung dua trén
cac Cisco router,

6.2. Cac dic diém cia EIGRP

EIGRP hoat dong khac véi IGRP. Vé ban chat EIGRP 1a mét giao thiic dinh tuyén theo
vecto khoang cach ning cao nhung khi cip nhat va bao tri théng tin lang giéng va thong tin
dinh tuyén thi n6 lam viéc gidng nhu mot giao thire dinh tuyén theo trang thai dudng lién két.
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I am router A Who is on the link?

: ool Hello
Topology Table
ere is i i
Update Here is my routing information
Thanks for the information.
> Ack

Here is my routing information.

3 Update

Ack Thanks for the: infarmation.

Converged

Sau day 1 cac wu diém cua EIGRP so voi giao thic dinh tuyén theo vecto khoang cach
thong thuong:

e Téc d6 hoi tu nhanh.

e St dung bang thong hi¢u qua.

e (6 hd trg VLSM (Variable — Length Subnet Mask) va CIDR (Classless Interdomain
Routing). Khong giébng nhu IGRP, EIGRP c6 trao ddi thong tin vé subnet mask nén no
hd trg dugc cho hé théng IP khong theo 16p.

e Hb trg nhiéu giao thirc mang khac nhau.

e Khong phu thudc vao giao thirc dinh tuyén. Nho ciu trac ting phan riéng biét tuong tng
v6i ting giao thire ma EIGRP khéng can phai chinh stra 1au. Vi du nhu khi phat trién dé
hd tro mot giao thirc méi nhu IP chang han, EIGRP can phai c6 thém phan méi tuong
tmg cho IP nhung hoan toan khong can phai viét lai EIGRP.

EIGRP router hoi tu nhanh vi ching sit dung DUAL. DUAL béao dam hoat dong khong bi
lap vong khi tinh toan duong di, cho phép moi router trong hé théng mang thyc hién dong bo
cung lac khi c6 su thay ddi xay ra.

EIGRP str dung bang thong hiéu qua vi nd chi guri théng tin cip nhat mot phan va gidi
han chir khong gtri toan bd bang dinh tuyén. Nho vy n6 chi ton mot lugng bang thong tbi thiéu
khi hé thong mang di 6n dinh. Piéu nay twong tu nhu hoat dong cip nhat cua OSPF, nhung
khong gidng nhu router OSPF, router EIGRP chi giri thong tin cip nhat mot phan cho router
nao can thong tin d6 ma thoi, chir khong guri cho moi router khéc trong ving nhw OSPF. Chinh
vi vay ma hoat dong cap nhat ctia EIGRP goi 1a cép nhat giéi han. Thay vi hoat dong cép nhat
theo chu ky, cac router EIGRP giit lién lac v6i nhau bang cac géi hello rat nho. Viée trao d6i
cac goi hello theo dinh ky khong chiém nhiéu bang thong duong truyén.
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EIGRP c6 thé hd trg cho IP, IPX va Apple Talk nho c6 cdu tric timg phan theo giao thirc
(PDMs — Protocol-dependent modules). EIGRP ¢6 thé phan phdi thong tin ciia IPX RIP va SAP
dé cai tién hoat dong toan dién. Trén thuc té, EIGRP c¢6 thé diéu khién hai giao thirc nay. Rou-
ter EIGRP nhan thong tin dinh tuyén va dich vy, chi cip nhat cho cac router khac khi thong tin
trong bang dinh tuyén hay bang SAP thay doi.

EIGRP con c¢6 thé diéu khién giao thirc Apple Talk Routing Table Maintenance Protocol
(RTMP). RTMP sir dung s lugng hop dé chon dudng nén kha ning chon duong khong duoc
t6t laim. Do d6, EIGRP sir dung thong s dinh tuyén téng hop ciu hinh duoc dé chon dudng t6t
nhét cho mang Apple Talk. La mot giao thirc dinh tuyén theo vecto khoang cach, RTMP thuc
hién trao d6i toan bo thong tin dinh tuyén theo chu ky. Dé giam bét sy qua tai nay, EIGRP thuc
hién phan phdi thong tin dinh tuyén Apple Talk khi c6 su kién thay d6i ma thoi. Tuy nhién,
Apple Talk client cling mudn nhan théng tin RTMP tir cac router ndi bd, do d6 EIGRP dung
cho Apple Talk chi nén chay trong mang khong c6 client, vi du nhu céc lién két WAN chang
han.

6.3. Cau hinh dinh tuyén EIGRP
St dung 1énh sau dé khoi dong EIGRP va xac dinh con sb ctia hé tu quan:
e Router(config)#router eigrp autonomous-system-number

Thong sb autonomous-system-number xac dinh céc router trong mot hé tu quan. Nhiing
router nao trong cuing mot hé thdng mang thi phai c6 con sb nay gidng nhau.

Khai bao nhitng mang nao cua router ma ching ta dang cdu hinh thudc vé hé tu quan
EIGRP:

e Router(config-router)#network network-number

Thong sd network-number 13 dia chi mang cua cac cong giao tiép trén router thudc vé hé
théng mang EIGRP. Router s& thuc hién quang céo théng tin vé nhitng mang duoc khai bao
trong cu lénh network nay.Network 1a nhitng mang ndo két ndi truc tiép vao router .

Khi cdu hinh cong serial dé st dung trong EIGRP, viéc quan trong 13 can dat bang thong
cho cong nay. Néu chung ta khong thay dbi bang thong cia cong, EIGRP sé& sir dung bing
thong mac dinh cua céng thay vi bang thong thuc su. Néu duong két ndi thuc sy cham hon,
router cé thé khong hoi tu duoc, thong tin dinh tuyén cap nhat co thé bi mét hodc 1a két qua
chon dudng khong ti uu. Pé dit bang thong cho mot cong serial trén router, ching ta ding cau
1énh sau trong ché d6 cAu hinh cua cong do:
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¢ Router(config-if)#bandwidth kilobits

Gia tri bang thong khai trong 1énh bandwidth chi dugc st dung tinh toan cho tién trinh
dinh tuyén, gi4 tri nay nén khai dung véi toc do cua cong.

Cisco con khuyén cao nén thém cau 1énh sau trong cau hinh EIGRP:
e Router(config-if)#eigrp log-neighbor-changes

Cau Iénh nay s& lam cho router xuat ra cac cau thong bao mdi khi cé su thay doi clia cac
router lang giéng than mat giup chiing ta theo doi sy 6n dinh cua h¢ thong dinh tuyén va phat
hién duoc su ¢o6 néu co.

m
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end
R2#conf ter
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router eigrp 1
R2(config-router)#net
R2(config-router)#network 172.16.0.0
R2(config-router)#net 192.168
01:12:15 %DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 172.16.3.1 (Seriall/0) is up: new a;
acency =1
Rggconf1g router)#net 192.168.10.4 0.0.0.3
config-router)#

R2

Ready Telnet 21, 19 21 Rows, 85 Cols VT100 CAP NUM

Véi EIGRP, viée tong hop dudng di ci thé duoc cau hinh bang tay trén ting cong cia
router v6i giéi han tong hop ma ching ta mudn chtr khong tu dong tong hop theo 16p cua dia
chi IP. Sau khi khai béo dia chi tong hop cho mdt cong cua router, router s& phat quang cdo ra
céng do cac dia chi duoc téng hop nhu mdt cau 1énh do cai dat.

Dia chi tong hop dugc khai bao bang 1énh ip summary-address eigrp nhu sau:
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Router(config-if)# ip summary-address eigrp autonomous-system-number ip-
addressmask administrative-distance

Puong tong hop cua EIGRP c¢6 chi sé mic dinh cua do tin cdy (administrative- distance)
la 5. Tuy nhién, ching ta c6 thé khai bao gi4 tri cho chi s6 nay trong khoang tir 1 dén 255.
Trong da s cac trudng hop, khi chiing ta mudn cu hinh tong hop dia chi bang tay thi ching ta
nén tat ché do tu dong tong hop bang 1énh no auto-summary.

6.4. CAu hinh xdc thwc EIGRP
EIGRP hd tro kiéu xé4c thuc MD5.

e Router(config)# interface <interface>

Vao ché do cau hinh interface

e Router(config-if)# ip authenticationmode eigrp as-number md5

Cho phép thuét toan MD5 s& dugc st dung d& xac thuc ddi véi cac goi tin cua EIGRP
trén cac interface.
e Router(config-if)# ip authenticaitonkey-chain eigrp as-number athena
Cho phép xac thuc cac goi tin cia EIGRP. athena 1a tén cta key chain.
e Router(config-if)# exit Tré vé ché do cau hinh Privileged.
e Router(config)# key chain athena
Tao ra mot key chain. Tén cta key chain d6 phai tuong ung véi tén da duoc cau hinh
trong mode interface.
e Router(config-keychain)# key 1

Xéc dinh chi s6 cua key.
* Cht y: Chi sb cua key c6 thé nim trong khoang tir 0 dén 2147483647. Chi s6 key do
khong can phai lién tiép nhau. Can phai tao it nhat mot key trong mot key chain.

e Router(config-keychain-key)# keystring vancong

Xac dinh key string.
* Chu y: mot key string ¢ thé chtra tir 1 dén 80 ky tu va trong d6 bao gom ca cac ky tu

thuong, hoa, dac biét, $6.
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¢ Router(config-keychainkey)# accept-lifetime start-time {infinite | end-time | dura-
tionseconds}

Tuy chon nay s€ chi ra khoang thoi gian ma key s€ dugc nhan.

e Router(config-keychain-key)# sendlifetime start-time {infinite | endtime | dura-
tion seconds}

Tuy chon nay chi ra khoang thoi gian ma key s€ dugc gri.
6.5. Chia tai trong EIGRP

Mot dic diém ndi troi ciia EIGRP 1a giao thiic nay cho phép can bang tai ngay céa trén
nhimg duong khong déu nhau. Piéu nay gitp tan dung tot hon cac duong truyén ndi dén rou-
ter.Néu mot duong di dén dich cia mot router ma khong c6 Feasibel Successor, thi no sé khong
duoc st dung dé thuc hién co ché can béng tai. Giao thiurc dinh tuyén EIGPR hd tro can béng tai
t6i da 13 6 dudng co cost khong bang nhau.

e Router(config)# router eigrp as-number

Cho phép router hoat dong véi giao thic dinh tuyén EIGRP voi s6 AS
e Router(config-router)# network network-address

Chi ra nhitng mang sé dugc quang ba boi EIGRP.
e Router(config-router)# variance <n>

Router s€ chon nhitng duong di ¢c6 metric nhd hon hodc bang n*metric thap nhat cia rou-
ter d6 dén mang dich. Trong do6 n 1a chi s6 duoc chi ra boi cau Iénh variance

6.6. Kiém tra hoat dong ciia EIGRP

Ching ta str dung céc 1énh show nhu sau dé kiém tra cic hoat dong ctia EIGRP.Ngoai ra,
céc 1énh debug 1 nhiing 1énh gilip ching ta theo ddi hoat dong EIGRP khi can thiét.



MNATHENA

TRUNG TAM A0 T40 QUi TR NG & v s s e T Webssite: www.athena.edu.vn

Trung Tam Dao Tao Quan Tri Mang & An Ninh Mang Quéc Té ATHENA
+ 92 Nguyén Binh Chiéu, P. PaKao, Q.1_Tel:(08) 2210 3801 - 0943 23 00 99
+ 2Bis Dinh Tién Hoang, P. Da Kao, Q.1_Tel: (08) 38 244 041 - 0943 20 00 88
Email: training@athenavn.com

(@ r2 - [ESRESR™)
File Edit View Options Transfer Script Teols Help
ODOVD AN BBS T 0 &,
[IrR1 | IR2 IR3 (%]

R2(config)#router eigrp 1
R2(config-router)#net
R2Econfig-router)#network
R2(config-router)#net 192.168
01:12:15: %DUAL-5-NBRCHANGE :
dgacency
R2(config-router)#net 192.168.10.4 0.0.0.3
R2(config-router)#

01:13:24: %DUAL-S5-NBRCHANGE : Neighbor 192.168.10.6 (Seriali/1)
adjacenc

R2(config-router)#Az

R2#show

01:14:10: %SYS-5-CONFIG_I: configured from console by console

R2#show ip eigrp ne

R2#show 1ip eiarp neighbors

IP-EIGRP neighbors for process 1

172.16.0.0

IP-EIGRP 1:

H Address Interface Hold uptime SRTT RTO Q Seq Type

(sec) ms) cnt Num
1 192.168.10.6 sel/1 13 00:00:56 28 200 0 8 3
(o] 172.16.3.1 sel/0 11 00:02:05 23 200 0 6 3
R2#show i -
Ready Telnet 21, 9 21 Rows, 85Cols VT100 CAP NUM

IP-EIGRP 1: Neighbor 172.16.3.1 (Seriall/0) 1is up: new a

is up: new

Show ip eigrpneighbors [type number] [details]

Hién thi bang lang giéng cua EIGRP. Sir dung tham sb type number dé xéc dinh cu thé

cong can xem. Tir khod details cho phép hién thi thong tin chi tiét hon.

Show ip eigrpinterfaces [type number] [as- number] [details]

Hién thi thong tin EIGRP ctia céc cong. St dung céc tham sd in nghiéng cho phép gisi
Is cho phép hién

han phan théng tin hién thi cho ting céng hoic trong ting AS. Tir khoa detai
thi thong tin chi tiét hon.

Show ip eigrptopology [as- number] [[ip- address] mask]

Hién thi tat ca cac feasible successor trong bang cau trlic mang cua EIGRP. Sir dung céc

tham s in nghiéng dé gi6i han thdng tin hién thi theo s6 AS hay theo dia chi mang cu thé.



/ \ Trung Tam Dao Tao Quan Tri Mang & An Ninh Mang Quéc TEé ATHENA
A ATHENA + 92 Nguyén Binh Chiéu, P. PaKao, Q.1_Tel:(08) 2210 3801 - 0943 23 00 99

8 + 2Bis Pinh Tién Hoang, P. Pa Kao, Q. |_Tel: (08) 38 244 041 - 0943 20 00 88
TRING A A0 140 Quls T s s v s e 1€ Website: wwwe.athena.eduvn  _ Email: training@athenavin.com

File Edit WView Options Transfer Script Tools Help

BRI cEmd PR Y @ e

[1r: [1R2 [IR3 ] [ = |
RZ2#show 1p eigrp topo -
IP-EIGRP Topology Table for AS(1)/ID(192.168.10.5)
Codes: P - Passive, A - Actiwve, U - update, Q - Query, R - Reply,

r — reply Status, s - sia Status

P 192.168.10.0,/24, 1 successors, FD is 40512000
via Summary (40512000/0), NullO
wvia 172.16.3.1 (2681856/2169856), seriall/ /o
P 192.168.10.4,/320, 1 successors, FD is 40512000
wvia Connected, Serdiall/ 1
P 192.168.1.0/24, 1 successors, FD is 2684416
wia 172.16.3.1 (2684416,/2172416), Seriall/o0
wvia 192.168.10.6 (40514560/28160), Seriall/1
192.168.10.8/30, 1 successors, FD is 2681856
via 192.168.10.6 (41024000/2169856), Seriali/i
172.16.0.0/16, 1 successors, FD is 28160
via summary (28160,/0), Nullo
172.16.1.0/24, 1 successors, FD 1is 28160
wvia Connected, Fastethernet0,/0
172.16.2.0/24, 1 succesfi |-

T T 9 W

Show ip eigrptopology [active | pending | zero- successors]

Tuy theo chlng ta sir dung tir khod nao, router s& hién thj thong tin vé cac duong di dang
hoat dong, dang cho xtr Iy hay khéng c0 successor.

Show ip eigrp topology all-links - Hién thi thong tin vé moi duong di cht khdng chi
cOfeasible successor trong bang ciu tric EIGRP.

Show ip eigrp traffic [as-number] - Hién thi s6 gii EIGRP d6 gui di va nhdn
dugc.Ching ta st dung tham s6 as-number dé gi61 han thung tin hién thitrong mdt AS cu thé.

(@ =1 - (=[S

File Edit View Options Transfer Script Tceols Help

[TrR1 [ir2 Jirs 5]
01:15:57: %SYS-5-CONFIG_I: Configured from console by console -
Rl1#show ip route
codes: € - comnected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - ogsr NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IsS-Is inter area, * - candidate default, U - per-user static route

O - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.10.0/24 is variably subnetted, 3 subnets, 2 masks

D 92.168.10.0/24 is a summary, 00:03:33, Nullo
D 192.168.10.4/30 [90/2681856 via 192.168.10.9, 00:02:34, seriali/1
[ = 192.168.10.8/30 is directly connected, Seriall/1i
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
[ 172.16.0.0/16 is a summary, 00:02:32, NulloO
D 172.16.1.0/24 90/2172416 via 172.16.3.2, 00:03:43, serialli/o ‘:
[ = 172.16.3.0/24 s directly connected, Seriall/o ‘w
10.0.0.0/24 is subnetted, 1 subnets -
Ready Telnet 21, 4 21 Rows, 85 Cols VT100 CAP NUM

Céc Iénh debug:

Debug eigrp fsm -Hién thi hoat dong cua cac EIGRP feasible successor giip ching ta
xéc dinh khi nao tién trinh dinh tuyén cai dit va x6a thdng tin cap nhat vé duong di.
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Debug eigrp packet - Hién thi cac g6i EIGRP giri di va nhan duoc. Cac g6i nay co thé
la goi hello, cip nhat, bio nhan, yéu cau hodc hoi dap. S6 thtr tu ciia gbi va chi s6 bédo nhan
dugc sirdung dé giri bao dam céc g6i EIGRP ciing duoc hién thi.

7. SNIFFER TRONG MANG CISCO VA CACH PHONG CHONG
7.1. Khai niém Sniffer

Khai dau Sniffer 12 tén mot san pham cua Network Associates cd tén 1a Sniffer Network
Analyzer. Sniffer duoc hiéu don gian nhu 1a mot chuong trinh ¢ ging nghe ngdng cac luu
luong thong tin trén (trong mot hé thdng mang). Tuong tuy nhu 1a thiét bi cho phép nghe 1én
trén duong day dién thoai. Chi khac nhau & méi truong 1a cac chuong trinh Sniffer thuc hién
nghe 1én trong moi trudng mang may tinh.

Tuy nhién nhitng giao dich gitta cic hé thong mang may tinh thudng 13 nhitng dir lidu &
dang nhi phan (Binary). Bdi vay dé nghe 1én va hiéu dugc nhiing dir liéu & dang nhi phéan nay,
cac chuong trinh Sniffer phai c6 tinh ning dugc biét nhur 14 su phan tich cac giao thirc (Protocol
Analysis), ciing nhu tinh ning giai ma (Decode) cac dit liéu ¢ dang nhi phan sang dang khac dé
hiéu dugc ching. Trong mot hé thong mang str dung nhitng giao thirc két ndi chung va dong
bd. Chlng ta c6 thé str dung Sniffer & bat cir Host ndo trong hé théng mang cua ching ta. Ché
dd nay duoc goi la ché do hdn tap(promiscuous mode).

Attacker ADSL

- &

3 5 N e
\ / e o
- Switch »

f1/2 uﬁ:’*”-/o o

P

Vian 1: 192.168.1.254/ 24

0

[
!fl/
‘ Pcl

Déi twong Sniffing 1a :

e Password (tr Email, Web, SMB, FTP, SQL hodc Telnet)
e Céc thong tin vé thé tin dung
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Vian ban cta Email
Cac tap tin dang di dong trén mang (tap tin Email, FTP hoac SMB)

7.2.  Muc dich sir dung

Sniffer thuong dugc st dung vao 2 muc dich khac biét nhau. N6 co thé 1a mot cong cu

gitip cho cic quan tri mang theo ddi va bao tri hé théng mang ctia minh. Ciing nhu theo hudng
tiéu cuc né co thé 1a mot chuong trinh duogc cai vai mot hé théng mang may tinh voi muc dich

danh hoi, nghe Ién cac thong tin trén doan mang nay...

Duéi day 1a mot s tinh ning cta Sniffer duoc st dung theo ca hudng tich cuc va tiéu

cuc :

Tu dong chup cac tén ngudi sir dung (Username) va mat khau khong duge ma hoa
(Clear Text Password). Tinh ning nay thuong dugc cac Hacker sir dung dé tin
cong hé théng caa ching ta.

Chuyén d6i dir liéu trén dudng truyén dé nhitng quan tri vién c6 thé doc va hiéu
dugc ¥ nghia ctia nhirng dir li¢u do.

Bang cach nhin vao luu luong cua hé thdng cho phép cac quan tri vién c6 thé phan
tich nhitng 18i dang mac phai trén hé thdng luu lwong cua mang. Vi du nhu : Tai
sao goi tin tir may A khong thé giri dugc sang may B...

Mot s6 Sniffer tan tién con c6 thém tinh ning tu dong phat hién va canh béo cac
cudc thn cong dang duogc thyc hién vao hé théng mang ma nd dang hoat dong (In-
trusion Detecte Service).

Ghi lai thong tin vé cac gbi dit liéu, cac phién truyén... Tuong tu nhu hop den cua
may bay, gillp cac quan tri vién c6 thé xem lai thong tin vé cac géi dir lidu, cac
phién truyén sau su ¢d...Phuc vu cho cong vi¢c phan tich, khic phuc cac su cd
trén hé thong mang.

7.3.  Cac giao thirc c6 thé sir dung Sniffing

Telnet va Rlogin : ghi lai cac thong tin nhu Password, usernames
HTTP: Cac dit li¢u gdi di ma khong ma hoa

SMTP : Password va dir liéu goi di khong ma hoa

NNTP : Password va dit li¢u géi di khong ma hoa

POP : Password va dir li¢u goi di khong ma hoa

FTP : Password va dir 1iéu goi di khong ma hoa

IMAP : Password va dir li€u géi di khong ma hoa

7.4. Phwong thirc hoat dong Sniffer
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Cong ngh¢ Ethernet dugc xdy dung trén mdt nguyén 1y chia sé. Theo mot khai niém nay
thi tit ca cdc may tinh trén mot hé thong mang cuc bo déu co thé chia sé duong truyén cia hé
théng mang d6. Hiéu mot cach khac tit ca cac may tinh d6 déu c6 kha ning nhin thy lwu luong
dir lidu dugc truyén trén duong truyén chung d6. Nhu vay phan cing Ethernet duoc xy dung
v6i tinh ning loc va bo qua tat ca nhitng dir liéu khong thudc duong truyén chung véi nd.

N6 thuc hién duoc diéu nay trén nguyén 1y bo qua tit ca nhitng Frame c6 dia chi MAC
khong hop 1€ ddi voi no. Khi Sniffer duoc tit tinh nang loc nay va su dung ché do hdn tap
(promiscuous mode). N6 c6 thé nhin thdy tit ca luu luong thong tin tir may B dén may C, hay
bét ctr luu luong thong tin gitta bat ky may nao trén hé thong mang. Mién 13 ching cting nim
trén mot hé théng mang.

7.4.1. Active

La Sniffing qua Switch, né rat kho thuc hién va d& bi phat hién. Attacker thuc hién loai
tan cong nay nhu sau:

e Attacker két ndi dén Switch bang cach goi dia chi MAC nic danh
e Switch xem dia chi két hop v6i mdi khung (frame)
e May tinh trong LAN goi dit liéu dén cong két ndi

7.4.2. Passive

Day 1a loai Sniffing iy dit liéu chu yéu qua Hub. N6 duoc goi 13 Sniffing thu dong vi rat
kho c6 thé phat hién ra loai Sniffing nay. Attacker sir dung mdy tinh cia minh két nbi dén Hub
va bat dau Sniffing

7.5. Cac kiéu tin cong
7.5.1. Man in the Middle

Mot trong nhiing tin cong mang thuong thay nhat duoc sir dung dé chdng lai nhiing ca
nhan va cac to chirc 16n chinh 13 cac tan cong MITM (Man in the Middle). Cé thé hiéu ndm na
vé kiéu tan cong nay thi n6 nhu mdt ké nghe trom. MITM hoat dong béng cach thiét 1ap céac két
nbi dén may tinh nan nhén va relay cac message gitta chung. Trong trudng hop bi tin céng, nan
nhan ctr tin tudéng 1a ho dang truyén thong mot cach tryuc tiép v6i nan nhan kia, trong khi d6 sy
thue thi cac ludng truyén thong lai bi thong qua host cia ké tan cong. Va két qua 1a cac host nay
khong chi c¢6 thé thong dich dit liéu nhay cam ma né con cb thé giri xen vao ciing nhu thay dbi
ludng dir lidu dé kiém soat sau hon nhiing nan nhan cia né.

Gia sir hacker mudn theo ddi hostA gdi thong tin gi cho hostB. Pau tién hacker s& goi goi
Arp reply dén hostA voi ndi dung 13 dia chi MAC cuia hacker va dia chi IP cta hostB. Tiép theo



/ \ Trung Tam Pao Tao Quan Tri Mang & An Ninh Mang Quéc TE ATHENA
A AT H E NA + 92 Nguy&n Binh Chiéu, P. PaKao, Q.1_Tel: (08) 2210 3801 - 0943 23 00 99

EE) + 2Bis Pinh Tién Hoang, P. Da Kao, Q.1_Tel: (08) 38 244 041 - 0943 20 00 88
TRING TAM 040 740 QUAN TR s & v s s cic 1€ Website: www.athena.eduvn _ Email: training@athenavn.com

hacker s& gd1 gboi Arp reply téi hostB véi ndi dung 1a MAC cua may hacker va IP cua hostA.
Nhu vay ca hai hostA va hostB déu tiép nhan goi Arp reply d6 va luu véo trong Arp table ciia
minh. Dén luc nay khi hostA mudn gdi thong tin cho hostB n6 lién tra vao Arp table thiy di co
san thong tin vé dia chi MAC ctia hostB nén hostA s& lay thong tin d6 ra sir dung, nhung thuc
chat dia chi MAC d6 1a ctia hacker. Pong thoi may tinh ciia hacker s& md chirc ning goi 1a IP
Forwarding giup chuyén tai noi dung ma hostA géi qua hostB. HostA va hostB giao tiép binh
thuong va khong c6 cam giac bi qua may trung gian la may cua hacker.

Trong trudng hop khéac, hacker s& nghe 1én thong tin tir may ching ta dén Gateway. Nhu
vay moi hang dong ra internet cta ching ta déu bi hacker ghi lai hét, dan dén viéc mat mat cac
thong tin nhay cam.

7.5.2. MAC Flooding

Kiéu tin cong lam tran bang CAM dya vao diém yéu cua thiét bi chuyén mach: bang
CAM chi chira dugc mot s6 hitu han cac anh xa

(vi du nhu switch Catalysh 6000 c6 thé chtra duoc toi da 128000 anh xa) va cac anh xa
nay khong phai ton tai mai mai trong bang CAM . Sau mot khoang thoi gian nao d6, thuong 1a
300 s,néu dia chi nay khong duoc dung trong viée trao ddi thong tin thi nd s& bi g& bo khoi
bang.

Khi bang CAM dugc dién dy, tit ca thong tin dén s& dugc giri dén tit ca cac cong cla nd
trir céng né nhan duoc. Lic ndy chic nang cua switch khong khac gi chirc ning ctia mot hub.

Cach tin cong nay ciing dung k¥ thuat Arp poisoning ma ddi twong nhim dén 1a Switch.
Hacker s& goi nhitng g6i Arp reply gia tao véi sé luong khong 16 nham 1am Switch xur Iy khong
kip va tré nén qua tai. Khi d6 Switch s& khong di sirc thé hién ban chat Layer2 ctia minh nita
ma broadcast géi tin ra toan bd cac port ctia minh. Hacker d& dang bat dugc toan bd thong tin
trong mang cua chung ta.

7.6. Phong chdng sniffer

Dé ngin chin nhimg ké tin cong mudn Sniffer Password. Ching ta dong thoi st dung
cac giao thirc, phuong phap dé ma hoa password ciing nhu sir dung mét giai phap chimg thuc
an toan (Authentication):

1. SMBI/CIFS: Trong mdi truong Windows/SAMBA ching ta can kich hoat tinh ning
LANmanager Authencation.



/ \ Trung Tam Pao Tao Quan Tri Mang & An Ninh Mang Quéc Té ATHENA
A AT H E N A + 92 Nguyén Binh Chiéu, P. PaKao, Q.1_Tel:(08) 2210 3801 - 0943 23 00 99
SR + 2Bis Dinh Tién Hoang, P. Da Kao, Q.1_Tel: (08) 38 244 041 - 0943 20 00 88

TRING TAM BAO T40 QUAN TR NG & A s ouie 1€ Website: wwwe.athena.edu.vn Email: training@athenavn.com

Keberos: Mot giai phap chiung thuc dit liéu an toan dugc st dung trén Unix cling nhu
Windows: Kerberos Users’ Frequently Asked Questions 1.14.

Stanford SRP (Secure Remote Password):Khic phuc dugc nhuge diém khong ma hoa
Password khi truyén thong cua 2 giao thirc FTP va Telnet trén Unix: The SRP Project.
OpenSSH:Khi ching ta st dung Telnet, FTP...2 giao thirc chuan nay khong cung cip kha
ning mi hoa dir liéu trén duong truyén. Pic biét nguy hiém 1a khong ma hoa Password,
chung chi giri Password qua duong truyén dudi dang Clear Text. Diéu gi s& xdy ra néu
nhiing dir liéu nhay cdm nay bi Sniffer. OpenSSH 1a mot bo giao thirc dugc ra doi dé khic
phuc nhugc diém nay: ssh (sir dung thay thé Telnet), sftp (sit dung thay thé FTP). ..

. VPNs (Virtual Private Network):Duoc sir dung dé ma hoa dit liéu khi truyén thong trén
Internet. Tuy nhién néu mot Hacker c6 thé tin cong va thoa hiép duoc nhitng Node cua cta
két n6i VPN do, thi chung van c6 thé tién hanh Sniffer dugc.

Static ARP Table: Rat nhiéu nhimg diéu xau c6 thé xay ra néu c6 ai d6 thanh cong thube
doc bang ARP ctiia mot may tinh trén mang cua ching ta. nhung 1am thé nao dé chung ta
ngan chan mot ai d6 cd ging dé dau doc bang ARP. Mot cach dé ngan chan nhiing tic dong
x4u cua hanh vi nay la dé tao muc bang ARP tinh cho tat ca cac thiét bi trén doan mang dia
phuong cua chdng ta. Khi diéu nay dugc thuc hién, hat nhan sé bo qua tat ca cac cu tra 1oi
ARP cho dia chi IP cu thé dugc str dung trong cac muc nhép va sir dung dia chi MAC chi
dinh thay thé.

BN Administrator C\Windows\system32\cmd.exe =

C:“UsersslUan Congrarp —d

C:“UsersslUan CongXarp —a
Interface: 192.168.1.18 —— Bxc
Internet Address Physical Address Tupe
192.168.1.1 8-f6-52-f2-19-01 dynamic
224.8.8.251 #1-88-5e—B0—BB-fh static
C:“UsersslUan Congrarp —s 192.168.1.1 98-f6-52-f2-19-81
C:“UsersslUan CongXarp —a

Interface: 172_.168_1.10 —— Hxc

Internet Address
192.168.1.1
224 _68.08.251
224.8.8.252
239 _255 _255_25@

Interface: 192.168.

Internet Address
122 .168.1.1

C:sUserz~lUan Cong>

Physical Address

8-f6-52-f2-19-01
81-88-5e—B0—BBA-fh
1-88-5e—B0—B8—f c
B1-88-Se-?f-ff-fa

—— Bxdl
Physical Address
8-f6-52-f2-19-01

Tupe
dynamic
static
static
static

Tupe
static

St dung céu 1énh arp —a dé xem bang ARP. Cau 1énh arp —s <IP><MAC>dé gan tinh dja
chi MAC véi dia chi IP tvong tng. Cau lénh arp —d dé x6a bang ARP va cac dia chi MAC
tu nhan dong cac dia chi IP.
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7. Quan ly port console trén Switch: Mot hé diéu hanh cua Switch Cisco ¢o quan 1y port,
day Console(line con 0) ma né cung cép su truy xuét truc tiép dén Switch cho su quan tri.
Néu su quan 1y port dugc cai dat qua 10ng 1éo thi Switch c6 thé bi anh hudng bdi cac cude
tan cong. Giai phéap 1a cai dit mot tai khoan duy nhat cho mdi nha quan tri khi truy xuét
bang day Console. Lénh sau chi ra 1 vi du vé viéc tao 1 tai khoan & cap privilged va cai dat
cap privilege thanh mic dinh(0) cho diy Console . O cap privileged 0 1a cap thap nhat cua
Switch Cisco va cho phép cai dit rat it 1énh. Ngudi quan tri c6 thé 1am ting cap privileged
1én 15 bang cau 1énh enable. Ciing vay, tai khoan ndy ciing c6 thé dugc truy xuat tir day vir-
tual terminal.

e Switch(config)# username athena privilege 0
e Switch(config)# line con 0
e Switch(config-line)# privilege level 0

=R

File Edit View Options Transfer Script Tools Help

VAR a8 ER e )

e |

Switch_Athena(config)#username athena privilege 0 -
Switch_Athena(config)#1ine console O

switch_Athena(config-1ine)#pri

switch_Athena(config-line)#privi

switch_Athena(config-1ine)#privilege le

switch_Athena(config-line)#privilege level 0

Switch_Athena(config—Wﬁne}#ﬂ

Ready Telnet 7, 28 7 Rows, Y Cols VT100 CAP NUM

b

St dung nhimg dong hudng din sau dé tao password an toan: password it nhat 1a 8 ky tu;
khong 1a nhling tr co ban; va thém vao it nhat 1 ky tu dac biét hay sb
nhu:!@#$% & *()|+ _...; thay d6i password it nhat 14 3 thang 1 1an. Sir dung:

e Switch(config)# username ljones secret g00d-P5WD

e Switch(config)# line con 0

e Switch(config-line)# login local

8. Port Security: Port Security gigi han sé luong cta dia chi MAC hop 1é dugc cho phép trén

Port. T4t ca nhimg port trén Switch hodc nhitng interface nén dugc dam bao trude khi trién
khai. Theo cach ndy, nhirng dit tinh duoc cai dit hodc g& bo nhu 13 nhitng yéu cau dé thém
vao hodc 1am dai thém nhiing dat tinh 1 cach ngiu nhién hozc 14 nhitng két qua bao mat von
da c6 san.Nén nhd rang Port Security khong sir dung cho nhiing Port access dong hoic port
dich cho ngudi phén tich Switch Port. Va cho dén khi d6 Port security dé bat tinh nang Port
trén Switch nhiéu nhat c6 thé.Vi du sau cho théy dong 1énh shutdonw mdt interface hoac
mot mang cac interface:
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Single interface:

e Switch(config)# interface <interface>
e Switch(config-if)# shutdown

Range of interfaces:

e Switch(config)# interface range fastethernet 0/2 — 8
e Switch(config-if-range)# shutdown

Port Security c6 kha niang lam thay d6i sy phu thudc trén ché do Switch va phién ban
10S. Mbi Port hoat dong c6 thé bi han ché bai s6 lugng t6i da dia chi MAC véi hanh dong
Ira chon cho bt ki sy vi pham nao. Nhitng vi pham nay c6 thé lam drop goi tin ( violation
protect ) hodc drop va guri thong di€p (restrict or action trap) hodac shutdown port hoan toan(
violation shutdown or action shutdown). Shutdown 14 trang thai mic dinh , dam bao hau hét
protect va restrict ca hai déu yéu cau theo ddi dia chi MAC ma né da duoc quan sat va pha
huy tai nguyén xtr 1i hon 1a shutdown. Dia chi MAC duogc thu thap mdét cach ty dong vaoi vai
Switch hd trg Entry tinh va Sticky Entry.

Entry tinh thi duoc cdu hinh bing tay dé thém vao trén mdi port (e.g., switchport port-
security mac- address mac- address) va duoc luu lai trong file cau hinh.. Sticky Entry duoc
xem nhu 1a Entry tinh, ngoai né dugc hoc mot cach ty dong . Nhitng Entry dong tdn tai
dugc chuyén sang Sticky Entry sau khi sir dung cau 1énh (switchport port-security mac- ad-
dress Stickey). Nhimg Entry dong cii dugc luu lai trong file ciu hinh (switchport port-
security mac- address Stickey mac- address) néu file cdu hinh dugc luu va chay thi dia chi
MAC khong can hoc lai 1an nita cho viéc restart 1an sau. Va cling vady mot sb lugng tdi da
dia chi MAC c6 thé duoc cai dit bang cau 1énh sau(e.g.,switchport port-security maximun
value) .

Nguoi quan tri co thé bat tinh nang ciu hinh dia chi MAC tinh trén céac port bé“mg cach st
dung cau 1é€nh switchport port-security aging static. Lénh aging time (e.g., switchport port-
security aging time time) c6 thé dit dudi dang phut. Pong thoi dong 1énh aging c6 thé dat
cho su khong hoat dong (e.g., switchport port-security aging type inactivity), diéu ndy c6
nghia 14 d6 tudi cac dia chi d6 dugc cdu hinh trén port ¢ ngoai néu khong co dit lidu luu
thong tir nhimg dia chi ndy cho khai bao timg phan bang dong 1énh aging time. Dit tinh nay
cho phép tiép tuc truy cap dén s6 luong nhimg dia chi gidi han do.

Vi du:

+ Nhitng dong 1énh sau dung dé gi6i han tinh mot cng trén CatalystSwitch 3550.
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e Switch(config-if)# switchport port-security

e Switch(config-if)# switchport port-security violation shutdown

e Switch(config-if)# switchport port-security maximum 1

e Switch(config-if)# switchport port-security mac-address0011.2233.4455
e Switch(config-if)# switchport port-security aging time 10

e Switch(config-if)# switchport port-security aging type inactivity

+ Nhitng dong 1énh sau dé giéi han dong mot cong trén Catalyst Switch 3550. Chu y
nhiing dong 1énh aging khong dugc sir dung v6i nhiing dia chi sticky MAC.

e Switch(config-if)# switchport port-security

e Switch(config-if)# switchport port-security violation shutdown
e Switch(config-if)# switchport port-security maximum 1

e Switch(config-if)# switchport port-security mac-address sticky

Chu y khi c6 sy vi pham port security xdy ra thi ngay 1ap tirc n6 s€ tré thanh trang thai
error-disable va dén LED s& tit. Switch ciing s& giri mot thong diép SNMP trap, logs (sys-
log) va lam tang 1én su phan d6i cua xam nhap. Khi mét port o trang thai error-disable,
ngudi quan tri ¢6 thé dua nd ra khoi trang thai ndy bang cach str dung dong 1énh & ché do
toan cuc errdisable recovery cause psecure-violation hodc dong 1énh shutdown va no shut-
down trén cong dugc cau hinh.

C6 mot s6 van dé& quan trong phat sinh khi cdu hinh port security trén port két ndi dén
mot [P phone. Mat du port security khong duoc s dung trén Trunk port, dia chi MAC phan
d6i viéc xem xét viec gan VLAN cua géi tin dén. Cung IP phone giri g6i tin ra 2 Vlan s& c6
2 bang entries duoc chia ra trong bang MAC vi thé no s& dém 2 lan 1én dén maximum
MAC.

Khi IP Phone c6 thé st dung 2 géi tin khong duge gan vao (untagged, e.g., Layer 2 CDP
protocol ) va goi tin Voice Vlan c6 gan(tagged); dja chi MAC cutia IP Phone s& duoc thiy
trén ca 2 native VLAN va Voice VLAN. Vi vay no s€ duoc dém 2 1an. Viéc dat t6i da dia
chi MAC cho 1 port két néi d&én 1 IP Phone cho trudng hop nhiéu may tinh tin cong vao IP
Phone. Nhimg may tinh truyén hop 1¢ st dung nhiéu dija chi MAC phai dgoc cau hinh dé
tinh toan.

Mot kha niang méi dé bao dam cho nhiing port ctia Switch nhanh hon va thich hop hon
d6 1a macros. Macros cho phép nhom nhiing port sin sang dé ma nhitng 1énh d6 dugc chip
nhan bang cdu hinh tay. Bat ki dong 1énh nao duoc thém vao bang viéc sir dung ki tu “#” tai
d4u mdi dong 1énh va két thuc bsi ki tw”@”.
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Vi du sau ddy tao ra sy ngin can security macro goi la unused dé bao dam trén nhiing
port hodc trén nhitng interface trén Switch 3550.

e Switch(config)# macro name unused

Sau khi tao sy gan cam security macro, unused, &p ddt macro trén tat ca cac port cua
Switch nhu sy bdo ddm ranh gidi véi cac dong Iénh sau.

e Switch(config)# interface range fastethO/1 — 24 , giga0/1 — 2
e Switch(config-if-range)# macro apply unused

Sau khi macros dugc xay dung tinh bao ddm dya trén unused macro dugc thiét 1ap dé
bat tinh nang bao mat du dé hd tro tat ca cac hé théng theo mong doi..

e Switch(config)# macro name host

Viéc chap nhan nhimg macros s& chi lam thay ddi dén tinh bao dam ¢ nhimg bién duoc
yéu cau cho nhitng port hd trg hoan toan nhiing hé thdng thich hop.

Nguoi quan trj c6 thé sir dung cau 1énh macro trace dé thay thé cho cau 1énh macro ap-
ply boi vi cau 1énh macro trace c6 thé xac dinh debugging ctia macros. Thudng xuyén st
dung show parser macro description dé biét macro cudi ciing dugc ap 1én mdi port. Cudi
cung dia chi MAC tinh va port security ap trén mdi port ctia Switch c6 thé trd thanh ganh
ning cho ngudi quan tri. Port Access Control List (PACLs) c6 thé cung cdp kha ning bao
mat tuong tu nhu dia chi MAC tinh va port security va PACLs ciing cung cdp nhiéu tinh
ning linh dong va diéu khién.Viéc cho phép dia chi MAC va dia chi IP c¢6 thé dugc chia va
dugc xem xét tur phia ctia mgt Switch mé rong.

Mot s6 cong cu gitip sniffer va phat hién cac goi Sniffer:

e (Cain & Able : Mot cong cu sniffer toan dién véi nhiéu cach thirc scan bat g61 tin,
giai ma dir lidu...

e AntiSniff: cong cu phat hién cac goi Sniffer toan dién hi¢u qua..

e CPM (Check Promiscuous Mode): Cong cu dugc phat trién boi Carnegie-Mellon
nham giup kiém tra Sniffer trén cac hé théng UNIX.



